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Abstract — This Systematic Literature Review (SLR) aimed to
analyze the applications of machine learning (ML) in the security
of the Industrial Internet of Things (IloT), identifying current
advances, challenges and gaps. To structure the research
questions, the PICO methodology was first used, which allowed
the review to be oriented towards risks, applied strategies,
comparisons with traditional methods and improvements
achieved. Subsequently, the PRISMA protocol was applied for the
process of selection and refinement of studies, obtaining a total of
31 scientific articles from the Scopus and Web of Science. The
results show that ML has significantly improved the detection of
threats such as ransomware, zero-day attacks and APTs,
outperforming traditional strategies in accuracy, adaptability and
efficiency. Strategies such as neural networks, federated learning,
hybrid models and edge architectures were identified. However,
limitations such as poor validation in real environments, lack of
interpretability and vulnerability to adversarial attacks persist. In
conclusion, ML represents a key advance in the protection of IloT
infrastructures, although further applied research, development
of explainable solutions and adoption of common standards are
required to strengthen its effective implementation.

Keywords—Network Security, Industrial Internet of Things
(IloT), Machine Learning, Threat Detection and Access Control,
Cybersecurity.

L INTRODUCTION

Digital transformation in industry has promoted the large-
scale adoption of the Industrial Internet of Things (IloT),
enabling unprecedented connectivity between devices, sensors,
and distributed control systems. This transformation has brought
significant benefits in terms of operational efficiency, real-time
monitoring, and predictive maintenance. However, it has also
significantly increased the attack surface, leaving industrial
environments vulnerable to increasingly sophisticated cyber
threats [1]. In response to the challenges posed by the
complexity and variety of these contexts, machine learning
(ML) based strategies have emerged as promising solutions for
early intrusion detection, anomaly classification, and attack
mitigation [2], [3]. Specifically, models such as decision trees,
Random Forest, XGBoost, and deep neural networks have
achieved accuracy levels above 99% in simulated and real-world
situations [1], [2].

Currently, techniques such as deep learning, ensemble
learning, and combined tools have been shown to promote the
formation of robust and versatile defense systems, even against
adversarial attacks or data poisoning [4], [5], [6]. However, these
advances face considerable limitations due to the low computing
power and low energy consumption required by IIoT devices, as
well as challenges in scalability and model interpretation [7], [8].

Despite advances in the creation of smart devices for security
in IIoT contexts, significant gaps remain in their effective
implementation. Although most of the suggested models
achieve high accuracy in controlled environments, they often
fail when deployed in real-world situations due to computational
limitations, unbalanced data, and advanced attacks that modify
the expected behavior of systems [6], [8]. Currently, IIoT
cybersecurity solutions do not have a unified architecture that
facilitates the timely, flexible, and energy-efficient identification
of threats. Similarly, many models do not adequately account for
attacks targeting the training process, such as data poisoning,
which can compromise system integrity [9], [10]. This
discrepancy between expected performance and actual behavior
limits the security of industrial organizations when it comes to
fully adopting ML based solutions.

Given this situation, it is essential to further research robust
and flexible ML strategies that not only achieve high detection
rates but are also compatible with the limitations of the IloT
environment. Progress must be made toward solutions that
combine accuracy, resilience, computational efficiency, and
ease of maintenance, with the goal of ensuring constant and
reliable defense in these essential systems [3], [5], [9], [10]. It
should be noted that the latest research on ML-based security
strategies for IloT environments points to the need to continue
developing and evaluating security strategies, especially those
based on ML, to address emerging vulnerabilities in IloT
environments [11].

Further research on ML techniques is also needed to improve
real-time intrusion detection and address the specific challenges
of industrial IoT environments [12]. Similarly, gaps in current
security measures remain, suggesting the need to develop new
strategies, including those based on ML, to improve the security
posture of IIoT systems [13]. In this regard, the research
question of this RSL is: What are the applications of ML in IIoT
security that identify current advances, challenges, and gaps?
For this reason, there is an urgent need to conduct and discuss a
new RSL that updates trends in new strategies that minimize
security risks in the IIoT.

Considering this situation, the present RSL aims to analyze
the current applications of ML in IIoT security. It should be
noted that this review article is divided into five sections,
namely: a) the methodology section, which explains the
systematic development of this review; b) the results section,
which presents the key findings, including the performance of
various hybrid strategies; c) the discussion section, which
contrasts the use of ML with traditional methods, highlighting
strengths, limitations, and challenges in its real-world
application in IIoT environments, d) the conclusions section,
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which summarizes the main results and future research, and,
finally, the references section, which details the articles
discussed in this study.

II. METHODOLOGY

A. Study

Table 1 shows the application of the PICO methodology
[14], used to structure in a clear, logical and focused way the
search for relevant information on ML-based security strategies
in IloT environments. This methodology facilitated the
formulation of concise and well-defined research questions,
focused on critical aspects such as the security risks present in
IIoT systems, the application of ML techniques for threat
detection and mitigation, the comparison between traditional
solutions and those based on artificial intelligence, as well as the
benefits achieved in terms of accuracy, adaptability and
responsiveness to cybersecurity incidents.

In addition, specific search equations were developed for
each component of the PICO (Population, Intervention,
Comparison and Outcome) scheme, using Boolean operators
(“AND”, “OR”) and a selection of key terms such as
“industrial”, “internet of things ", " vulnerability ", " Machine
Learning " and " threat detection . This structured search
strategy enabled more precise information retrieval, focusing on
studies highly relevant to the research objectives. By properly
delimiting the terms and relationships between concepts, the
identification of relevant scientific literature was optimized, and
the quality of the systematic review process was strengthened,
providing a solid foundation for the analysis of security
strategies in I[IoT environments.

TABLE L
PICO METHOD
R . Search
Component Motivation Question Equation
(“industrial" OR
"manufacturing”
OR "production"
What security ~ OR "factory )
Security in risks have AND (" IoT" OR
the context of  been "internet of
P the Internet of  identified things" OR
(Population / Thi IoT ing ML i " d
Problem) ings (IoT) using in connecte
in industrial industrial IoT  devices" OR
environments. environments  "smart devices )
? AND (" risk*"
OR "threat*" OR
"vulnerability*
“)
(“Machine
Learning " OR
What ML- ' OR
L . algorithm" OR
Application based security . S .
. artificial
of ML strategies . . "
- . intelligence" OR
I techniques in have been "deep learning *)
(Intervention) TloT t]:lreat implemented AND (" data
detection and  to strengthen "
. . analysis" OR
protection the security of |, nomal
mechanisms. industrial IoT anomaty

detection" OR
"monitoring" OR
"risk assessment

)]

devices?

How does the  (“strategy" OR

Traditional use of ML "approach" OR
security compare to "method" OR
C strategies and  traditional "framework )
(Comparison) those based security AND
on ML in the methods in (“protection" OR
context of industrial IoT  "security" OR
IIoT. environments  "safety" OR "risk
? management")
What
improvements
have been « S g
Increased identified ( vu}nerablhty
. OR "threat
capacity to through the S
I detection" OR
(0) detect, application of
. attack
(Result) respond to, ML in the s
. detection" OR
and adapt to protection of nrisk mitieation"
threats. industrial IoT- g

based OR "security )

infrastructure
s?

B. Prisma Protocol

To ensure the methodological rigor, thematic coherence, and
scientific relevance of the studies included in this SLR, clearly
defined inclusion and exclusion criteria were established, which
are detailed in Table 2. These criteria were designed to precisely
delimit the analysis corpus, selecting only research that
explicitly addressed the application of ML techniques in
cybersecurity in IloT environments, within a specific temporal,
disciplinary, and methodological framework. The application of
this filtering process made it possible to minimize potential
selection biases, ensure alignment with the research objectives,
and focus the analysis on empirically validated, up-to-date
studies with a high academic impact. Overall, this strategy
contributes to optimizing the quality of the review and
strengthening the internal validity of the results obtained.

TABLE II.
INCLUSION AND EXCLUSION CRITERIA

INCLUSION CRITERIA EXCLUSION CRITERIA

IC1: Articles should address the
use of ML applied to the security of
IoT  devices in  industrial

environments ECI: Term 2021-2025

EC2: Engineering
EC3: Original and conference

IC2: Research articles indexed in | P2PE'S .
Scopus or Web of Science (WOS) lSEpC;ril.iSI;]angu ages English and

ECS5: Open Access

EC6: Unrelated Titles
EC7: Systematic Reviews
ECS8: Unrelated Abstracts
EC9: Inaccessible Articles

IC3: Studies that present empirical
results or practical validations of
ML techniques applied to security
in IIoT devices.
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Figure 1 illustrates the flowchart of the Preferred Reporting
Items for Systematic Reviews and Meta-Analyses (PRISMA)
[1]. TIts incorporation aims to ensure methodological
transparency, accurately document each phase, from the initial
identification of records to final inclusion, and provide a
traceable justification for the decisions made during screening.
The main purpose of this flowchart is to clearly and
transparently visualize the stages of the study selection process,
from the initial identification of articles to their final inclusion.
This flowchart demonstrates the decisions made at each stage of
screening and also justifies the exclusion of certain documents,
ensuring the rigor, traceability, and reproducibility of the review
process. It also visualizes the scope of the search, the
purification of sources, and the consistency of the eligibility
criteria applied, which are key aspects for the credibility and
robustness of the findings presented in this SLR.

Records removed before screening:
Duplicate records removed (n = 23)
Records marked as ineligible by automation tools:
EC1: Term 2021-2025 (n = 104)

Records identified from*:
Databases (n=2)

Scopus (n = 365) > EC2: Engi (n=98)
WOS (n = 160) EC3: Original and conference papers (n = 130)
Registers (n = 525) EC4: Languages English and Spanish (n = 20)

EC5: Open Access (n = 52)

!

Records screened

(n=98)
:

Reports sought for retrieval

(n=78)

Reports assessed for eligibility
(n=31)

Records excluded™
EC6: Unrelated Titles (n = 8)
ECT: Systematic Reviews (n = 12)

Reports not retrieved
EC8: Unrelated Abstracts (n = 8)
ECY: Inaccessible Articles (n = 39)

v

Studies included in review
(n=31)

Fig. 1. PRISMA flowchart

Figure 2 presents the temporal evolution of scientific
production related to the use of ML in the security of the IIoT.
This visualization allows us to observe how the volume of
publications has changed in recent years, which in turn reflects
the growing interest of the academic community in this field.
Through a chronological representation, it is possible to identify
patterns of increase or stability in the number of research studies,
which indicates the level of maturity and attention that this topic
has received. Furthermore, this figure provides a quantitative
basis that supports the validity of the present study, since it
shows that the use of ML techniques in the protection of IloT
systems is not only a current topic, but also an expanding one.
The sustained increase in the number of publications
demonstrates that this field continues to generate research
questions, emerging solutions, and application opportunities in
real industrial contexts.

Documents by year

125

100

Documents

0

2013 2014 2005 2006 2017 2018 2019 2020 2021 2022 2023 2024 2025

Year

Fig. 2. Research Articles per year

The initial breakdown of the collected articles, shown in
Figure 3, from the Scopus and Web of Science plays a critical
role in the systematic review process, allowing for the
assessment of the breadth, diversity, and balance of scholarly
source selection. This segmentation not only provides a
quantitative estimate of the volume of scientific literature
available on the use of ML in IIoT security but also acts as a
check to ensure that results are not influenced by an overreliance
on a single source. Considering the complementarity of both
platforms strengthens the study's methodological validity,
favoring a more representative coverage of the current state of
research in the field addressed.

Web of Science

2 Clarivate
Analytics

365 Research Articles

160 Research Articles

N/

525 Research
Articles in Total

J

Fig. 3. Total Research Articles Collected

III.  RESULTS

A. Bibliometric Analysis

The studies compiled within the framework of this SLR have
enabled the extraction and analysis of key metadata, providing a
broad overview of the interrelationships of the main topics
addressed in the field of study. As part of the semantic analysis
of the reviewed literature, a co-occurrence map was developed,
demonstrating the cognitive structure of the field of study
around security in IloT environments using ML. Figure 4
visualizes the most relevant associations between key concepts,
revealing well-defined thematic clusters such as anomaly
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detection, federated learning, industrial control systems, and
cybersecurity.

Its importance lies not only in showing the frequency of
terms, but also in highlighting how they interact within scientific
discourse, facilitating the identification of dominant areas,
emerging links, and potential research gaps. This type of
analysis is crucial to empirically support the methodological and
theoretical decisions of this systematic review and more
precisely guides future interdisciplinary lines of research. In this
context, the figure provides empirical support for the direction
of the analysis, reinforcing the identification of gaps,
interdisciplinary challenges, and potential avenues for future
research in the application of ML for the protection of critical
industrial infrastructures.

real time @onitoring ~ ©'5@8ta

o risk assggsment
PR, securily risks

industrial colitrol systems

industrial catrol system
networiggecurity

industrial in*et of things
internefif things

anomalyetection

authedlication  seqlifity machine {garning (mf)

computdbsecurity real im@ystems

cybergcurity
interactive corfibuter systems
federatedlearning

intrusion det@tion systems

cyber@ttacks

Fig. 4. Co-occurrence diagram of the study selection process for review.

This highlights the central themes of the research, such as
Industrial Internet of Things, Machine Learning, and
cybersecurity, which are frequently addressed. It also allows us
to identify how these terms cluster into interrelated thematic
communities.

In addition, a Treemap visualization was created to identify
the relative frequency and thematic relevance of the most
frequently discussed concepts in the scientific literature on
security in the IloT using ML techniques, as represented in
Figure 5. This hierarchical representation helps to clarify the
dominant semantic structure of the reviewed studies, revealing
patterns of thematic concentration that allow us to infer the
priorities of the field. By visualizing the relative weight of
certain concepts, it is possible to identify how research agendas
have favored strategies focused on IIoT and ML, while terms
linked to emerging technologies or specific techniques maintain
a more fragmented presence. This configuration suggests not
only the consolidated lines of research, but also the theoretical
and practical gaps that still require greater attention, especially
regarding  interoperability,  protection in  distributed
environments, and risk assessment in complex industrial
contexts. Thus, this analysis is not limited to quantifying terms
but rather guides critical reflection on the current state and
projections of cybersecurity applied to the IIoT.

industrial internet of thing g\dustna\ intenet of things | cyber security
5

8
11%

internet of things
6

8% - -
machine learning
4

6%

Fig. 5. Treemap diagram on the thematic relevance of the review.

B. Content analysis

After conducting a general review of the articles collected
for analysis, they will be used to answer the PICO questions
posed.

P: Security risks used in ML in industrial IoT environments

The use of ML in [IoT environments has made it possible to
identify multiple security risks that exceed the capabilities of
traditional methods. Among the most relevant are ransomware
attacks, zero-day threats, APTs and physical sabotage, which
affect both data integrity and operational continuity and physical
security of infrastructures [2], [3], [4], [5], [6], [7]. Various
publications [4], [8], [9] warn about the use of IloT devices as
attack vectors, exploiting vulnerabilities such as outdated
firmware, default passwords and weak communication protocols
(Modbus, MQTT). These weaknesses are exploited by attackers
to carry out actions such as data manipulation, generation of
persistent backdoors or serious operational interruptions.

In the field of ML itself, emerging risks are identified such
as model poisoning, label-flipping attacks, parameter leakage in
federated learning and adversarial attacks that degrade system
performance or compromise data privacy [10], [11], [12].
Likewise, the heterogeneity and large volume of data generated
by industrial sensors can make it difficult to detect faults or
cyberattacks, especially in the absence of intelligent real-time
analysis mechanisms. Risks such as data falsification, supply
chain manipulation and unauthorized access are common in
critical sectors such as agri-food, healthcare, energy or transport
[13], [14], [15], [16], [17].

Finally, it is highlighted that traditional strategies based on
predefined signatures or rules are insufficient against these
dynamic threats, generating numerous false positives or failures
in the detection of unknown attacks [18], [19], [20], [21]. This
reinforces the need to adopt adaptive ML-based strategies that
identify anomalous patterns, prevent complex intrusions, and
strengthen the resilience of industrial infrastructures.

The classification presented in Table 3 organizes the most
relevant security risks identified in IToT environments that have
been addressed using ML techniques, grouping them according
to their technical or strategic nature. Beyond the threats
considered individually, the analysis highlights three key
dimensions that concentrate the sector's main concerns:
persistent structural vulnerabilities, increasingly sophisticated
attacks, and challenges associated with the management and
protection of sensitive data.
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This scenario demonstrates that, despite technological
advances in artificial intelligence linked to cybersecurity, critical
gaps persist in terms of infrastructure and data governance. The
consistent presentation of certain risks underscores the
importance of defense strategies that are not only accurate but
also flexible in changing, diverse contexts with operational
constraints. This information is essential for guiding the creation
of more robust intelligent solutions aligned with the industry's

real challenges.

TABLE IIL
MAIN SECURITY RISKS IDENTIFIED
TYPE OF RISK DESCRIPTION FREQUENCY

Use of default passwords, outdated
Technical and | software, insecure protocols such as
structural Modbus or MQTT, and devices with 4
vulnerabilities limited resources that don't support

traditional security measures.
Expanded  attack Massive connectivity, public
surface through netvyorks and heterogeneous
massive environments allow attz_i.cks .such as 4
commectivity DQS, DDoS, replay, hijacking and

MiTM .

Hard-to-detect threats using
Sophisticated and | signatures such as zero-day attacks, 4
zero-day attacks APTs, ransomware, command

injection, and targeted sabotage.

Gradient leakage, label-flipping and
Model . :

R . . malicious nodes (Byzantines) that
manipulation in It del train leak i 3
federated learning alter model training or leak sensitive

information.

Leakage or interception of critical
Privacy and | data, especially in sectors such as
sensitive data | healthcare, transportation, or energy. 4
compromised Exposure of personal data or critical

infrastructure.

Noisy, unbalanced, unlabeled, and
Limitations in data | heterogencous data reduce ML 3
quality accuracy, generating false positives

or detection failures.

If anomalies are not detected
Failures in anomaly | correctly, they can lead to industrial 4
detection failures, erroneous decisions, or

sabotage.

In cloud-based CNN applications,
Cloud dependency | risks of latency, insufficient 2
and critical latency bandwidth, and sensitive data

transmission are identified.

Introduction of technologies without
Lack of | security validation, use of legacy
certification ~ and | systems exposed to attacks because 2
standards they are connected to external

networks.

I: Machine Learning based security strategies implemented
to strengthen the security of industrial IoT devices

Various

ML-based

security  strategies

have Dbeen

implemented in industrial IoT environments to address

emerging and complex threats. These strategies integrate deep,
federated, and supervised learning techniques, as well as hybrid
models and intelligent architectures embedded at the edge. One
of the most notable solutions is the CCSOA-OWKELM system,
which combines chaotic optimization algorithms with wavelet-
based classifiers, enabling accurate intrusion detection at low
computational cost [21]. Hybrid models such as DNNs
combined with autoencoders and decision trees have also been
implemented, effectively identifying attacks in unbalanced
datasets [8].

Federated learning with differential privacy has been
employed to protect data confidentiality in heterogeneous IloT
networks, complemented by cloud detection to identify
malicious nodes [10], [12]. In mission-critical systems, LSTM
neural networks are used to detect anomalies in traffic patterns
or physical signals, even without requiring labeled data or
manual intervention [3], [5].

In addition, structured strategies such as directed acyclic
graphs (DAGs) have been adopted to model and prioritize attack
paths, enabling proactive defense through topological analysis
[22]. Models such as SAMKNN and GAAINet demonstrate
adaptive capabilities for online classification and sophisticated
intrusion response [19], [23]. Other strategies employ
techniques such as Gradient Boosting Machine and Lasso
Regression to select relevant features and improve detection
accuracy, especially in embedded systems like Zephyr OS [2],
or frameworks like PBDL that integrate blockchain and deep
learning to authenticate devices and detect complex attacks [24].

Likewise, ML has been integrated into edge architectures,
such as ABM- SpConv -SIMD and IloL , which allow inferences
to be run directly on devices, eliminating cloud dependency and
reducing latency and exposure [25]. [26]Also, a functional
categorization of ML-based security tactics applied in IloT
environments is shown (as in Table 4). This systematization
facilitates the identification of the different objectives for which
ML techniques have been used, as well as their correspondence
with the particular protection demands in interrelated industrial
systems.

The study shows a notable bias toward identifying
irregularities and cyberattacks as a priority, with a wide range of
models used, including deep neural networks, autoencoders, and
sequential algorithms. However, significant applications are also
recognized in fields such as authentication, privacy protection
through federated learning, operational error anticipation, and
structural-scale model improvement.

Similarly, there is an increase in the inclusion of
complementary technologies, such as blockchain, remote
computing, specialized systems, and sophisticated simulations,
demonstrating a trend toward more integrated and context-
specific solutions. This categorization provides a comprehensive
view of the level of maturity and innovation present in current
strategies and becomes a valuable framework for identifying
potential synergies, gaps, or emerging paths in the creation of
cybersecurity solutions for the IIoT.

TABLEIV.
CLASSIFYING SECURITY STRATEGIES WITH ML IN IIOT
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STRATEGY APPLIED ML FREQUE
CATEGORY STRATEGY MAIN OBJECTIVE NCY
LSTM, RF, DBN, . .
Anomaly and CNN. SAMKNN. Ider}t{ﬁcatlon of
cyberattack malicious/anomal 8
detection Autoencoders, ous patterns
SACNN
. IF + PCC + .
Intrusion Ensemble Binary
Detection L classification  of 3
System (IDS) decision trees, intrusions
¥ MLP
Authentication Biometric Identity
and access | matching, verification, 2
control blockchain + DL secure access
Federated FL with ALDP, Preserve privacy,
. TSA-FL, Lo
learning and . protect distributed 3
. homomorphic
privacy . model
encryption
Ersfl:((ilctlon ar(l)df Time prediction | Predictive
. with DL, linear | maintenance, 2
operational . T
failures regression threat prediction
qu e! . Gradient .
optimization - Feature selection,
Boosting, Lasso, . 2
and . ML efficiency
. Shapley + genetics
improvement
Routing and | EDM-ML, game | Resource
resource theory + wolf | allocation, 2
management colony network trust
Fntegfated DNN + ftrees -+ Mulq-leve}
intelligent attack attribution classification and 1
architectures attack attribution
Secure ABM- SpConv - | Secure inference
execution SIMD, IloL | at  the  edge, 2
infrastructure framework reduced latency
Hybrid and | ML + rules, RL, | Continuous
adaptive expert | hybrid expert | monitoring  and 2
systems systems adaptive response

C: Effects of using ML compared to traditional security

methods in industrial IoT environments

The reviewed literature shows that ML-based strategies
significantly outperform traditional methods in various critical
aspects of security in IIoT environments. Classic techniques,
such as signature-based systems or static rules, present
significant limitations in the face of advanced threats, zero-day
attacks, and dynamic environments, since they depend on
previously known patterns and require constant manual updates

[10], [5], [8].

In contrast, ML models offer proactive detection,
adaptability to new threats, and a greater ability to identify
complex anomalous patterns. In particular, strategies such as
LSTM neural networks, SACNNSs, and hybrid architectures
based on DNNs, autoencoders, or Random Forests have been
shown to outperform traditional techniques in accuracy, speed,
and false positive rate [3]. [27]Furthermore [20], [16]the use of
algorithms such as Gradient Boosting Machine, Lasso
Regression or encrypted federated models allow maintaining

data privacy, scaling analysis to large volumes and offering
more resilient solutions [10], [14], [12].

In order to visually and comparatively synthesize the
performance of traditional security strategies versus those based
on ML, a radar-type chart has been developed that integrates
multiple key dimensions associated with the protection of
interconnected industrial environments. The values used in
Figure 6 derive from a quantitative and qualitative analysis of
the empirical evidence presented in the reviewed studies. In this
sense, ML-based solutions consistently show superior
performance in all the evaluated metrics. For example, the
average accuracy in threat detection with ML is close to 97%,
while traditional methods barely reach 75%, according to the
results reported in [2], [9], [19], [28]. Likewise, a significant
difference is observed in the ability to adapt to unknown threats,
where ML achieves 94% versus 60% for classical methods,
highlighting its ability to address non-predefined scenarios
through continuous learning mechanisms [11], [16].

In terms of privacy protection, metrics such as federated
learning with differential encryption or the use of frameworks
like blockchain -DL demonstrate considerable improvements
over traditional centralized techniques, reaching 92%
effectiveness, as evidenced in [4], [12], [29]. Other dimensions,
such as computational efficiency and scalability, also reflect
substantial benefits from the use of optimized ML models [30].

em@u=Traditional e=@m=ML

Threat detection accuracy

Scalability and distributed execution > > :
0,93

Computational efficiency (resource usage) £
0,89

) False positive reduction
0,68F \_ 091

/ 052

Privacy protection

0,7

0,96
Secure and robust authentication \&LL;'S

0,9
Cyberattackanticipation

Fig. 6. Relative performance of traditional and ML-based strategies in IloT.

Other methods, such as integrating game theory, blockchain
, edge Computing or inference on edge devices using SIMD, as
well as authentication and cryptographic protection mechanisms
based on physical and environmental characteristics, have been
shown to significantly improve operational efficiency and
reduce data exposure by eliminating dependence on the cloud
[31], [29], [25], [26]. These solutions not only increase the
accuracy of threat detection, but also reduce latency, energy
consumption and computational complexity [17], [19], [25].

The representation shown in Figure 7 summarizes the most
relevant benefits provided by the use of ML techniques
compared to traditional security methods employed in IloT
environments. Beyond a simple quantification, the study reveals
that the differential value of ML is most strongly manifested in
its ability to detect unknown threats, reduce false positives, and
adapt to dynamic operating environments—essential
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characteristics in complex and highly variable industrial
systems.

Improved operational
efficiency

Advanced threat prediction

Privacy and data
decentralization

Greater adaptability to
dynamic environments

Reduction in false positives

Improved detection of
unknown threats

0% 10% 20% 30% 40%

Fig. 7. Influence of ML versus traditional methods in IIoT environments

This finding demonstrates the scientific community's
growing inclination toward proactive and adaptive solutions that
not only respond to known events but can also anticipate
irregular behavior in real time, even if it has not been previously
identified or documented. Similarly, the identification of
additional benefits such as increased operational efficiency and
decentralized data management indicates a shift toward more
holistic perspectives, in which security is perceived as an
essential component of the IIoT 's intelligent architecture.

It is worth noting that the analyzed sources not only present
a solid consensus regarding the superiority of ML over
traditional methods but also show significant evolution in the
sophistication of the proposed solutions. For example, [10]it
shows that models such as Gradient Boosting Machine and
Lasso Regression not only increase detection accuracy but also
achieve better adaptation to new ransomware variants, greatly
overcoming the rigidity of signature-based methods.
Furthermore, works such as [3] and [13] emphasize how the
incorporation of LSTM models and multivariate strategies allow
for the dynamic analysis of industrial data streams, something
that conventional strategies with static thresholds cannot
effectively handle. Other sources, such as [4] and [14], show the
value of graph-based modeling and the use of ML to mitigate
uncertainty, representing a methodological transition toward
more autonomous, accurate, and resilient systems.

O: Improvements identified through the application of ML
in the protection of industrial IoT- based infrastructures

The studies analyzed show a sustained evolution in the
improvements implemented through ML to protect IloT
infrastructures, highlighting progress in efficiency, accuracy,
and adaptability. One of the most relevant improvements has
been the ability to detect attacks early and accurately, as
demonstrated by [2], by detecting ransomware with 92%

effectiveness, and [20], by identifying multivariate botnet
attacks with 99.94% accuracy. These figures have been
accompanied by notable reductions in false positives and an
improvement in response speed [19], [8]. Another greatly
improved aspect is computational efficiency, which has allowed
models to be implemented on devices with limited resources,
without compromising their performance. In this sense,
improvements in local data processing are reported, such as in
edge environments, where inference times and latency are
reduced [25], as well as energy consumption and operational
costs [6], [28]. The reduction of false positives and negatives is
also a constant improvement, facilitating a more precise and
timely response to potential threats.

Figure 8 consolidates the main achievements reported in the
scientific literature over time as a result of the implementation
of ML algorithms in IloT environments. The improvements
have been classified into ten functional categories, ranging from
accurate threat detection and strong authentication to
computational efficiency and operational resilience of the
systems.

6

2025
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2
AT AR

2021 2022 2023 2024

B Accurate threat detection M Resilience/adaptability

False positive reduction Computational efficiency

B Authentication/privacy M Early attack detection

B Predictive maintenance B Resource/latency optimization

B Malicious parameter reduction B Proactive hardening

Fig. 8. Improvements identified through ML over time.

Beyond the annual count, the graph shows a sustained
evolution in the breadth and specificity of the benefits achieved,
with a notable increase in the years 2023, 2024 and 2025. This
behavior suggests an acceleration in the technological maturity
of the field and a growing prioritization of the use of intelligent
techniques to face emerging challenges in industrial
cybersecurity. Studies provide models that combine techniques
such as correlation analysis, advanced normalization or hybrid
architectures have managed to stabilize detection, adjusting to
changing and dynamic environments [3], [17], [19]. On the other
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hand, from the point of view of resilience and adaptability,
intelligent systems have improved the capacity for recovery and
continuous protection, including mechanisms for autonomous
detection, threat prediction and proactive risk management [18],
[12], [23]. This includes improvements in the protection of
sensitive data through biometric authentication, blockchain or
federated learning [32], [24], [10], [12]. In critical sectors such
as healthcare, energy and manufacturing, improvements have
also been observed in operational stability, event traceability and
predictive monitoring, key factors for service continuity and the
prevention of catastrophic failures [14], [26], [15].

IV. DISCUSSION

This systematic review confirms that the use of ML
techniques in IloT environments constitutes a relevant advance
with respect to traditional security methods. One of the most
notable findings is the clear disadvantage that conventional
tools, such as signature-based systems, static rules or whitelists,
present against dynamic and sophisticated threats, such as zero-
day attacks, APTs (Advanced Persistent Threats) and modern
ransomware variants. These traditional methods depend on
previously known patterns and require constant manual updates,
which makes them ineffective against unexpected behavior [24],
[19], [22]. In contrast, ML-based models, particularly those
using architectures such as LSTM, SACNN or Random Forest,
have demonstrated a greater capacity to detect anomalous
patterns, adapt to changing industrial environments and
significantly reduce the false positive rate [17], [30], [34], [40].
Such models are not only more sensitive to subtle attack signals
but can also learn and evolve as new threats emerge. However,
model calibration and explainability remain inconsistent;
attaching calibrated confidence scores and feature-level
attributions to alerts is key for operator trust and auditability in
Industrial Control Systems (ICS) environments.

Additionally, the incorporation of strategies such as
federated learning and edge Computing has strengthened critical
aspects such as data privacy and operational efficiency by
enabling local processing of information and minimizing cloud
dependency [24], [26], [38], [43]. However, these advances are
not without risks. There are emerging vulnerabilities associated
with the use of ML itself, such as model poisoning attacks,
training manipulation in distributed environments, and the
leakage of sensitive parameters. Mitigations like secure
aggregation, client reputation/robust aggregation, signed model
artifacts, and provenance tracking help, but they must operate
within strict production controls that cover training data,
artifacts, and deployments. These technical challenges have not
yet been comprehensively solved by current solutions,
highlighting the need to develop more robust protection
mechanisms, especially in federated and self-training systems
[25], [26].

While some studies report highly promising results, with
accuracy rates above 99% in detecting threats such as botnet
attacks or ransomware [46], [34], [31], it is important to note that
most of these results come from controlled or simulated
environments. This represents a major limitation for their
practical implementation, since real industrial environments
usually present much more complex conditions: unbalanced
data, incomplete information, operational noise, and

computational constraints. Consequently, evaluations should
prioritize imbalance-aware metrics (PR, F1, AUCPR, MCC)
over raw accuracy, and report latency, processing rate, and
energy per inference alongside detection quality. Furthermore,
notable heterogeneity was detected among the reviewed studies
in terms of the metrics used, the datasets employed, and the
validation methodologies, which makes direct comparison
between strategies and the generalization of results difficult.
This lack of uniformity also reflects the absence of consolidated
standards in the evaluation of ML-based security strategies for
IIoT. Therefore, it is recommended that future research prioritize
the validation of models in real industrial environments, where
their performance is evaluated under authentic operating
conditions. Likewise, it is crucial to advance the design of more
interpretable solutions for system users and operators, and to
promote the use of standardized metrics that allow for objective
comparisons of the effectiveness and robustness of the various
proposed strategies.

V. CONCLUSIONS

In conclusion, various applications of ML in IloT security
were identified, highlighting its ability to detect complex threats,
adapt to changing environments, and reduce false positives,
aspects in which it significantly outperforms traditional
methods. A review of the studies shows progressive progress in
the implementation of techniques such as LSTM, federated
learning, and mixture models, along with a trend toward
combined and contextualized solutions for industrial
environments.

Persistent challenges were also found, such as low model
interpretability, vulnerability to adversarial attacks, and poor
algorithm validation in real-world scenarios, factors that limit
the effectiveness of these strategies in operational contexts.
Despite improvements in computational efficiency and privacy,
these obstacles reflect that the use of ML in IloT still faces
significant gaps in its robust and reliable implementation.

With such significant results, it is necessary to continue
developing research that includes validations in real industrial
environments, with noisy data and realistic operating conditions.
This will allow for more accurate measurement of the
effectiveness of the proposed models and facilitate their
practical adaptation. Furthermore, it is recommended to advance
the design of explainable and resilient models capable of
operating on devices with limited resources, and to promote
common standards that allow for a homogeneous evaluation of
approaches. Only in this way will sustainable and effective
security solutions be consolidated for the growing IloT
ecosystem.
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