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Abstract— This research explored the issue of security when
communicating with IoT devices using the MQTT protocol in
conjunction with cloud computing. IoT devices pose a greater risk
than electronic devices because they do not have software updates,
so if a vulnerability is found, the device will remain that way, in
addition to allowing access to your network and local data. Despite
the risks that IoT devices can pose, the growth in their use shows the
importance of streamlining processes and activities through their
widespread use in projects in different areas, such as home
automation and industry. The use of communication protocols such
as MQTT is used when talking about 10T, since with its addition a
secure channel is used for the passage of information from the IoT
device to a broker that allows the flow of data to the receiver.
Cybersecurity protects us from attacks from the Internet by
protecting the systems we use, therefore performing penetration tests
with specific penetration tools help to perform an analysis that
revealed the weaknesses of the IoT communication system and then
proceed to reduce vulnerabilities with services in AWS,
configurations in the intermediary broker MQTT and rules to protect
passwords.

Keywords-- Cloud computing, cybersecurity, loT, MQTT,
Pentesting.

1. INTRODUCTION

Communication is an important factor for the human being,
since many years ago a way was sought to obtain a response
from the recipient without delay and with clarity. Currently,
communications are made in real time according to the
communication protocol used. These protocols that allow the
flow of data from transmitter to receiver are made through the
internet, so that this data goes through immense data traffic that
can be potentially exploited by threat actors through different
types of denial-of-service attacks, brute force attacks and data
integrity attacks.

The security of information passing through the internet is
always an important problem, as security is an important factor
in using this technology. If the internet connection is not safe,
it would cause us to opt for another type of technology that
offers us higher security, and in this way, we waste the potential
of that technology for its low levels of security. Using a system
that integrates different tools to provide real-time
communication that is dynamic and adding cloud services that
already have implemented security policies is intended to
obtain a system that allows stable and secure communication.

But even if we have this hypothesis about the system, the way
to check the security of the system is through penetration tests
that indicate the weaknesses of the system, seeing these
weaknesses from a threat agent's perspective.

This paper is organized as follows. Section II presents key
concepts about AWS, IoT, virtual machine, MQTT, and
communication system security. Section III focuses on the
methodology and explains the software to be used to perform
penetration tests. Section IV shows the results obtained through
the steps indicated in the methodology. Section V provides
conclusions and recommendations on how best practices can be
used to protect an [oT communication system built from scratch
against cyber-attacks.

II. CONTEXT

Knowing the precedents of cyber security in IoT devices
will help us to better understand the importance of security
regardless of the significant advances that have been made in
recent years and how to achieve a risk reduction using a method
of real-time communication that provides security to devices.
The theoretical foundation of the components that are used in
the telemetric monitoring system which consists of the ESP,
AWS with EC2 services for the creation of instances that
provide a logical space to install virtual machines. Similarly,
this chapter covers the communication process of the MQTT
protocol and the connection with a cloud server as well as
supporting the existing complications to protect IoT devices.

Since the 1990s, the use of IoT has grown. The IoT has
attracted many attackers trying to exploit the IoT. With the
evolution of the IoT, the result has been the improvement of
different software to attack different devices connected to the
Internet. Over the years, many threats have been discovered
against them, but many continue to prevail with great strength
to infiltrate and infect systems.

One of the many lethal threats to IoT devices was
discovered in 2015, known as KTN-RM, or Remaiten, this
threat specifically targets IoT devices. KTN-RM is a
combination of Tsunami and Gafgyt, both of which are Linux
malware [2].

Another relevant threat is Mirai, which exploits
vulnerabilities in ToT devices to spread and infect other IoT
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devices. The vulnerabilities are mostly in the management
part and by exploiting them, cybercriminals can gain control
through remote access. The infected devices in a DDoS attack
become bots, where they become part of a botnet army with
many bots. Mirai has been one of the most prolific IoT malware
families for years and was responsible for the largest DDoS
attack in history in 2016. In 2021, 76% of the attacks blocked
by Zscaler on loT devices were from the Mirai family [3].

In 2023 there was an 18% increase in IoT device traffic
compared to previous assessments in 202 1. But while usage has
increased, so have the challenges. The ThreatLabz team found
approximately 300,000 blocked attacks from known IoT threat
actors representing a 400% increase in IoT malware attacks
compared to the previous year. Mirai and Gafgyt bots had the
highest percentage share of IoT malware attacks [4].

A.  IoT

The Internet of Things (IoT) is widely used today because
it allows devices to be connected over the Internet, made
possible by their ability to collect and share data. These devices
are usually equipped with microcontrollers such as Arduino,
sensors, actuators and internet connectivity [5].

In this way, users can remotely monitor various devices
that are part of the IoT, such as lights, fans, heating/cooling
systems, and make decisions based on the information provided
by the sensors [6].

Through the Internet of Things, various advances have
been achieved for industry and people through the
implementation of smart cities. A smart city is an urban area
that collects data from various devices to effectively manage
urban resources. The smart city IoT infrastructure connects
numerous devices to an Internet-protocol based low-power
wireless network, shares massive amounts of data, and
facilitates the development of new service [7].

Another application of the Internet of Things is in the
commercial sector, in a way that allows us to simplify
processes. In the residential, commercial and industrial sectors,
IoT is being used to better manage energy consumption, either
through the use of a reliable monitoring, control and data
acquisition system (SCADA) for home monitoring and control
systems [6].

But the use of IoT devices presents vulnerabilities in their
software, and this produces threats to infrastructures and users'
privacy. For many years, multiple research and efforts have
been made to bring to market devices with a design that
implements security.

However, these efforts are still far from being translated
into real deployments, since devices such as microcontrollers
do not have patch updates to enact and maintain device security
[8].

One of the solutions for better security in the IoT area is
with access control, this is a fundamental security mechanism
to protect the loT ecosystem, which includes cloud computing
and edge computing services along with smart devices with
leading cloud and IoT service providers such as Amazon Web
Services (AWS), Google Cloud Platform (GCP) and Azure [9].

The paradigm of cybersecurity in the industrial
environment, given by the combination of these two
technologies, forces to provide security solutions for cities and
intelligent machines to operate together and to ensure a better
protection against all kinds of attacks from cyber attackers. The
complementary methodologies are based on the collaboration
of teams responsible for assessing the security of IT and OT
networks. These teams have the sole purpose of assessing the
risks that may occur on the Internet in order to proceed to apply
the necessary security mitigations [10].

Currently, the use of IoT in factories is of utmost
importance to have the provision of advanced technologies, so
the use of artificial intelligence and machine learning that can
help detect and prevent cyber threats. Since the use of the two
mentioned technologies can help prevent, monitor and identify
suspicious behavior of a production system or network to
prevent attacks [10].

The use of different technologies for the use of IoT in
sectors such as smart homes can be very expensive and with a
complex structure if it is necessary to implement different
security filters as in the industrial one. Therefore, the
implementation of tools such as ESP8266 help us to have a
simple connection to the Internet of different types of sensors
and actuators.

B. ESP

The most commonly used microcontrollers in IoT projects
are ESP's. The ESP8266 is a low-power microcontroller with a
powerful microprocessor. This device allows different modes
of operation to connect sensors or actuators in a network and
process the data in this network, which can reach the Internet or
remain in a private network.

The modules ESP32 is a powerful module that has various
applications such as monitoring and control of various sensors
at the same time, everything necessary to develop irrigation
systems or air flow systems as well as the creation of security
systems in homes. It is very functional to control electrical
devices such as lights in the rooms of a house as well as design
models of trackers, all possible with the different integrated
sensors it has.

Using ESP from mobile applications can be easy if the
device is in configuration state, activate the access point mode
where it creates its own network with SSID and password, for
this you need to run the TCP/IP server responsible for
identifying incoming connections. The mobile application then
obtains the IP and port number of the QR code to establish the
connection. The QR code data is in JSON format. This allows
for easy interpretation and storage of nested and complex
configurations [11].

The most commonly used connection to send data to the
Internet is based solely on activating the station mode, which
connects to an existing Wi-Fi network where it obtains its IP
address and then forwards the data through a secure
transmission channel to the services designed to manage traffic,
such as EC2 AWS, or directly to a web page.

C. AWS
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Amazon Web Service (AWS) is one of the most used cloud
platforms today and according to the Stackoverflow report.
AWS has a large number of services that can be used at different
levels of security; for this reason, this article mainly talks about
those that are applicable to microservices to increase security,
with a focus on encryption and protection of data, files and
databases [12].

In [12] noted that the Amazon Web Services has a level of
security high enough to call it impenetrable, this complies with
the expected security standards for the proposed case study
where it was expected not to be able to access information
stored under the security level provided by the Amazon Web
Service key management service.

In addition, AWS complies with the three main features of
the information: integrity, availability and confidentiality. The
availability of data is provided by the APIs that are hosted in
the ECS, the APIs are responsible for acting as an interface to
provide data to those who have access to them, as well as
allowing the integrity of them, since, being inside an EKS, the
APIs cannot be altered in order to modify the information;
finally, the confidentiality of the data, is treated by means of the
data encryption services using the keys provided by KMS [12].

MQTT uses brokers to manage topics and list the
subscribers to each topic. Brokers forward any new message
posted to a specific topic to all subscribers of that topic. For
example, if DHT11 posts to home/living_room/light, any other
device subscribed to that topic will receive the message [9].

With the design proposed with the MQTT protocol the
previous steps must be implemented because they are the
essential topology to have access to the Internet through the
module and in the same way the basic security policies such as
the creation of a password to prevent connections with
unauthorized devices to the network. The different applications
of this system can be smart homes and, in the industry, since
with the addition of Wi-Fi modules you can have a scalability
in the field of integration of different low power sensors and
with the creation of secure networks in the ESP Data can be
transported using the MQTT protocol with your kernel installed
in a cloud using the Linux operating system with your
UBUNTU distribution.

Each broker can be installed in different ways, as many
have a graphical interface or only a command line for their
installation. The latter can be installed on virtual machines, and
to implement a secure space, you can use the EC2 AWS service.

The Amazon Elastic Compute Cloud (Amazon EC2) EC2
service provides scalable, on-demand computing capacity in the
Amazon Web Services (AWS) cloud. Using Amazon EC2
reduces hardware costs so you can develop and deploy
applications faster. With EC2, you can launch as many virtual
servers as you need, configure security and networking, and
manage storage [13].

D. Virtual Machine

Data centers face a big problem about power consumption
for cloud computing, which has not long been adequately
addressed by data center developers. One way to reduce power
consumption is to add virtual machines (VMs) to the cloud
computing environment [ 14].

Virtual machine consolidation remains the most deployed
strategy to manage both performance and energy consumption.
Most of existing energy efficiency techniques save energy
against the cost on performance degradation [15].

Using multiple virtual machines in the Amazon cloud it is
found that even in the presence of two editorials on the same
topic, similar results, but with a difference between minimum
and maximum delays, this is due to the timing accuracy in
single machine testing versus cloud computing with
millisecond accuracy and in the virtual machine a timing
accuracy down to microseconds [16].

Using the Linux operating system kernel and UBUNTU
distribution provides a working environment for web browsing,
multimedia playback, and document creation as if you were on
a physical machine. With UBUNTU Server, you get secure and
high-quality implementations to connect to a wide range of
services or applications, databases, email services, etc. All this
ecasily. With technological advances, UBUNTU is a choice that
is widely used for having a cloud structure, since it is possible
to be in private or public cloud environments.

Therefore, using virtual machines in the Amazon Web
Services cloud consolidates its efficiency by giving the system
the ability to dynamically register the brokers needed by
customers [16].

In addition, virtual machines can help simplify tasks in a
simple and efficient way, as recovery time and revisions can be
easily reduced using the virtual machine concept [17].

E. MQTT

MQTT is designed to reliably transmit messages without
the problem of low bandwidth and high network latency. It is
currently widely used for communication with IoT devices.
Both Amazon and Facebook Messenger for mobile devices use
the MQTT protocol [18].

The concepts of "Publisher", "Subscriber", "Topic" and
"Payload" are used for MQTT communication. Each of these
concepts means how the transmitter and receiver of information
passing through the MQTT protocol will be identified. The
importance of this protocol lies in your Broker or also called
server since that is an agent who is responsible for distributing
messages (Payload) from the publisher to users interested in a
particular topic to receive data from the publisher that are called
subscribers.

When the client wants to send information to the broker,
the client must establish a connection with the broker, where
the client requests the broker to connect to it with the
CONNECT message, then the broker sends the
acknowledgement of this connection request to the requesting
client. And the information that MQTT delivers to the
subscriber is known as an application message.
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Create a publisher and different subscribers, create
different publishers and a subscriber or different publishers and
subscribers, but on the subject, it produces that the speed of
information transfer is less than the serial connection, as it
depends on the speed of Wi-Fi subscribers, since using MQTT
to send many data can be observed that if there is data loss or
delay while publishing messages from two subscribers at the
same time, as shown in Fig. 1 [5].

connect . L comneet
MQTT Brok comes ALK MQTT Cli
oker ient
= o subscribe (lopic) 4t
she: y subseribe Ack il
Publisher publish (topic, data) HiveMQ Py Subscriber
publish (topic, data)

MQTT Client conneet ACK

Fig. 1 System operation with MQTT [5]

When adding subscribers either globally or locally to the
publisher, the MQTT protocol introduces delays, this has been
demonstrated by tests where the publishing and receiving times
of the subscriber were affected by the same protocol [16].

Since the broker does not have the capacity to scale well
compared to other systems, it delays the process of information
transfer to the subscriber, besides the fact that it has no data
processing, so event processing is not considered in many
MQTT brokers.

Although the MQTT protocol has disadvantages, it has
many advantages when using it, as it has the ability to transfer
data faster than the HTTP protocol, achieving data transfer six
times faster than HTTP. Therefore, the use of MQTT is an
option for real-time data acquisition hardware application based
on the Internet of Things [19].

The ESP8266, MQTT and EC2 connection process
consists of first successfully connecting the ESP8266 to the Wi-
Fi network, then the ESP module will attempt to connect to the
EC2 cloud server. AWS will check the root CA, device, private
key, MQTT host, topic and name of things. If these are OK, it
will allow the MQTT client to connect [20].

Currently, there are many brokers used in MQTT, these are
responsible for sending and receiving data from the publisher,
so this is paramount for proper communication of IoT devices.
Some of the brokers used are Adafruit, HiveMQ and Mosquitto,
but the one used in this research is Mosquitto, it is free and can
be downloaded on virtual machines. These different brokers
MQTT has three types of evaluation in the quality of the service
so the quality of service that can provide you the broker will
define the type of communication that will have the system
[21].

The quality of service has three levels consisting of QoS 0,
QoS 1, QoS 2, where QoS 0 defines that the message will be
sent once and in case of failure may lead to non-delivery of the
transmitted information. QoS 1 guarantees the delivery of
information and in case of failure may lead to duplicate
messages being sent. QoS 2 guarantees that the message is
received by the topic subscriber but only once.

The Mosquitto broker is a single-threaded application. It
uses an infinite loop, called the main_loop, in which Mosquitto

manages the TCP sockets of the connected clients and keeps
track of which topic each subscriber is connected to, thus
establishing communication between publisher and subscriber,
with the Mosquitto broker acting as an intermediary [22].

The main_loop works by repeating the same operation for
each loop, where each loop performs a request to the system
'poll()', which inserts the newly connected subscriber located in
the subscription list, also inserts the message in the message
queue with the topic [22].

It then compares the topic of each message in the message
queue with the topic in the subscriber list, and if the two topics
match, the message is copied to the message buffer, and the
message pointer of the matching subscriber in the subscriber list
is linked to the copied message in the message buffer and sent
to each subscriber in the subscriber list in order of subscription
[22].

Fig. 2 shows the average message processing rate and
latency of the brokers using 100% of the CPU. This reflects that
Mosquitto outperforms other brokers by having message
processing in its different QoS [23].
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Fig. 2 Projected message rate (messages/sec) of non-scalable brokers with
100% compute CPU usage in the cloud evaluation environment [23]

The MQTT protocol with its broker represents a low
complexity for clients (publishers and subscribers). However,
its default configuration relies on a single broker, which is a
potential bottleneck. As IoT systems can grow in size, it may
be necessary to implement security to protect complex
architectures [24]. For non-critical IoT applications, vertically
scaling a single broker can help the system meet increasing
customer demand. However, when more than one broker is
required for the communication system, clustering or federating
multiple brokers is often the way to achieve scalability. [24].

MQTT broker or a subscriber could be a performance
bottleneck. Fig. illustrates a typical architecture of collecting
data by MQTT. A massive amount of data from publishers
concentrates on the broker, and thus it might not accept all
published data. Even though the broker can process all the data,
the subscriber might not catch up with the amount of data from
the broker [25].
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Fig. 3 IoT data collection using MQTT [25]

The use of a vertically scalar broker means that it runs
directly on a physical machine, which can strengthen the
broker, but even if there is some degree of fault tolerance, a
failure on the physical machine can wreak havoc on the entire
system [24].

IoT and cloud computing are becoming more and more
fashionable and vital in the computing world. In the
advancement of computing, the MQTT protocol is of much
importance as it enables us to use IoT which provides connected
things we have never seen before [26].

By using a virtual machine installed on a cloud server, the
overhead of data migration between brokers is expected to be
low, making data migration negligible compared to the
overhead of MQTT publishing [16].

With the ability to provision/de-provision granular virtual
resources provided by cloud computing, it empowers MQTT
brokers by enabling the elasticity features that help brokers
manage a wide variety of integrated IoT data every day [26].
F.  Cybersecurity

Internet of Things (IoT) devices often lack cybersecurity
capabilities for their customers or organizations, making it
impossible to mitigate their risks from targeted attacks. While
manufacturers can help their customers by providing and
facilitating cybersecurity information, these devices are driven
more by how well they work and sensor integration than by
advancements to protect them.

Cybersecurity risks for IoT devices can be viewed from
two high-level risk mitigation perspectives. The first is to
protect the cybersecurity of the device itself, by preventing the
misuse of the system that ultimately causes negative impact to
the customer or attacks other organizations. And the second is
to protect the confidentiality, integrity, and/or availability of
data (including personal information) that is collected, stored,
processed, or transmitted to or from the IoT device [27].

Security in IoT devices is a mandatory requirement for the
development of technology and the advancement of IoT
infrastructures. Having a cybersecurity certification on these
devices, in addition to warranties and maintaining that
certification throughout the life of the device, promotes
consumer confidence in IoT devices [8].

But with the disruption of IoT devices and applications,
attackers are exploiting weak authentication and access control
mechanisms to gain unauthorized device access, infect a
system, and cause damage [9].

Since they are extremely weak without security measures,
attackers can connect to the security camera and once it is
connected to the Internet, they can obtain the video signals
through the open RTSP ports, as well as test the common URLs

of these cameras and manage to broadcast video signals on them
[28].

Research shows that 10.58% of vulnerable devices have
critical vulnerabilities, 40.35% have high vulnerabilities, while
67.96% of devices have one or more low vulnerabilities. This
may be reflected in the fact that many devices need to
implement additional services to maintain security in order to
reduce risk [29].

One of the ways to protect systems is to identify the
expected customers of the loT device from the earliest design
stage. By doing this, it is possible to determine the
cybersecurity capabilities that should be implemented in IoT
devices. All of these capabilities should be tailored to the needs
of the customers, such as: For enterprise customers, the devices
may need to integrate with their log management servers, but
not for a residential customer [27].

Penetration tests are performed to protect communication
systems, as they help to identify the risks that may occur when
an attacker gains access to the organization's computer system
and networks. Performing these tests allows you to create a plan
to mitigate and close security breaches before an actual attack
on the system occurs. Conducting a penetration test helps
organizations reduce financial and information losses that
would have caused loss of customer confidence due to security
breaches in addition to helping shape important aspects of the
information security strategy by identifying vulnerabilities
quickly and accurately [30].

Penetration testing requires a lot of time, effort and
knowledge, depending on the complexity of the organization.
Therefore, penetration testing helps improve the knowledge and
skills of the people involved in the process. It is considered a
quality assurance tool that benefits both business and
operations. [30].

With the use of technologies such as network monitoring
and firewall, network access control technology, distributed
intrusion detection technology, contact-after-repair technology
partitioning, lightweight encryption/decryption algorithm, and
anti-malware and antivirus software technology, IoT devices
can mitigate cyberattacks, but at a high monetary value [31].

One of the most important factors indicating increased
vulnerability is social engineering. It is a term used to describe
an attack that relies entirely in human error. It gathers valuable
and sensitive information through the use of psychological
manipulation to trick legitimate users. This kind of attack is
very dangerous since users’ mistakes are less predictable. PEN
testing helps the organization evaluate their staff adherence to
the organizations policies and procedures. It also helps
improving the security training provided for the employees
[30,32].

In this research a simple monitoring system is developed
with an ESP8266 that collects the data of a humidity sensor
such as the DHT11 (publisher). Sensor data is sent through the
MQTT communication protocol that has a broker installed in
AWS with EC2, as shown in Fig. 4, that facilitates the creation
of UBUNTU virtual machines. The broker used is Mosquitto
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which after being installed in the virtual machine and will allow
the data of the publisher to be processed and delivered to the
subscribers. With this structure it will be possible to analyze the
weaknesses of the system and in the same way it will be
possible to make security configurations for the mitigation of
attacks to the system.

-y
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Fig. 4 Integrative image

Knowing the advantages offered by cloud services as well
as virtual machines and protocols for communication raises a
system with lower latency since communication is in real time
adding that communication passes through the AWS cloud that
involves security in the installed instances. Uses penetration
tests is mandatory to have a source of security validation for any
infrastructure that connects to the Internet.

III. RELATED WORK

Several methodologies have been proposed for intrusion
detection in IoT environments. For instance, Aggarwal and
Srivastava (2016) implemented a machine learning-based
intrusion detection system on MQTT networks [33]. Another
approach by Zare and Igbal (2020) used SCADA frameworks
with MQTT to monitor traffic anomalies [34]. Compared to
these, our work applies a penetration testing framework directly
on an AWS-hosted MQTT system, offering a practical
evaluation of real vulnerabilities.

Unlike detection-oriented solutions that rely on anomaly
detection or machine learning, our approach proactively tests
for vulnerabilities through ethical hacking techniques. This
provides a hands-on analysis, although it may not detect passive
or evolving threats as efficiently as automated systems.

1. METHODOLOGY

This project proposes a systematic approach since the
performance of penetration tests always follow a sequence of
steps, in addition to the action of these tests make use of specific
tools and methods to understand the structure of the system,
these tools depending on which area of the system you want to
analyze use the same steps for their operation, as shown in Fig.
S.

A. Tools for penetration testing

1. Wireshark

This software is used in the telemetry system to analyze all
encrypted packets passing through the network. In order to
know how the data passes through the system and thus visualize
the reliability of the data.

2. Nmap

It is an open source command line tool executable in the
virtual machine that allows us to know the open ports of the
telemetry system through a scan of IP addresses that also serves
to detect applications that are installed in the network
communication.

3. Hping3

This VM-executable tool in AWS performs the analysis
and assembly of TCP/IP packets flowing into the
communication system. With this software the denial of service
attack is performed as it allows the sending of packets for
system saturation.

4. Aircrack-ng

This software allows you to obtain passwords from WiFi
networks using a packet analyzer. This tool allows you to know
the security of the WiFi network in which the ESP8266 is
connected for sending data to the broker that is installed in the
virtual machine.

B.  Study methodology

Penetration testing is carried out with software that allows
the identification of vulnerabilities in a network or any
technological system. All these tools mentioned above must
fulfill three phases for their correct function.

1. This first phase is test preparation, in which the
information of the system in which the test is applied is
collected and documented, in order to know what type of tool
will be used for its respective analysis.

2. The second phase is test implementation, which is
where the selected penetration tool is already used, which
consists of three fundamental steps for efficient use, which are:

2.1 Information gathering

When implementing the tool, it is necessary to scan and
identify all the logical and physical information of the system
and to have a collection of information about the vulnerability
to want to analyze using the penetration tool.

2.2 Vulnerability analysis

This step indicates the finding of vulnerability in the
system and with this discovery helps understanding how
vulnerability originated. This also promotes education by
learning to know about detecting, eliminating and avoiding
vulnerabilities.

2.3 Vulnerability exploits

In this step the system is infected with an attack from its
vulnerability with the help of exploits that are mechanisms to
take advantage of the vulnerability found. Exploit defines
implementing actions to harm the system either by denying the
service by sending unauthorized messages saturating the system
or getting the information going through the system.

3. The third phase “test analysis” consists of mitigating
the vulnerability found, investigating countermeasures and risk
strategies in the face of exploited vulnerability. This phase must
be implied if the likelihood of exploiting weakness is accepted,
avoided, reduced or transferred. Moreover, this phase involves
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the documentation of the results obtained in the previous
phases.

C. Validation Methodology

The system penetration tests evaluate the results and
implement security improvements in terms of authentication
and security advice. After these mitigation actions, the same
system tests are used again to determine if the mitigation
measures were one of the four ways to manage a risk: reduce,
avoid, transfer or accept it.

IV. RESULTS

The communication system was easy to implement
together with the connection of the DHT11 to the ESP8266 as
well as the programming made for the sending of data by port
1883 intended for MQTT communications, as shown in Fig. 6.

Message: %89

Fig. 5 Data reception

A. Test Preparation

The scope to run the tests is to check access to the system
without credentials through open communication ports and
access WiFi networks and DoS attacks.

To perform the test, as shown in Fig. 7, four tools were
downloaded to analyze, scan and perform DoS attacks as well
as brute force attacks on WiFi networks.

Download Wireshark

Fig. 6 Tool installation

The result using Nmap, as shown in Fig. 8, when analyzing
the VM network was the initial information was from port 21
FTP without version information and port 22 SSH indicating
the use of Ubuntu Linux 2.0.

Fig. 7 Scanning of ports with Nmap

An NMAP command, as shown in Fig. 9, designed for
vulnerability —analysis resulted in a CVE-2011-1002
vulnerability and more information on other open ports such as
the 1883 dedicated to MQTT communications.

)-[/usr/share/nmap/scripts
vuln

03-02 23:12 ES

s (1 host up) scanned in 13
Fig. 9 Examining vulnerabilities with Nmap
When performing Nmap brute force attacks to obtain
credentials on VM, credentials were not obtained to access

them as shown in Fig. 10.

fusr/sharefnmap/scrlpts

Nmap 7. ( BE .or EST
n report for (52.91.187.109)
Host is up (@.11s

Nmap done: 1 IP address (1 host up) scanned in 1.17 seconds

fusr/share!nmap/scrlpts
1

EST
g Script Sca

completed (1 up), 1 undergoing Script Scan

Fig. 10 Vulnerability exploitation in open ports

The denial of service attack performed on the VM IP
address using Ping flood with HPING3 failed to affect the
system and instead weakened the attacker machine’s internet
connection, as shown in Fig. 11.
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PuTTY Fatal Error

No supported authentication methods available (server sent
publickey)

Fig. 11 Error al ingresar a Putty ante DoS

When the vulnerability is not exploited, the following test
consists of a password theft with Aircrack-ng to the LAN
network where the ESP8266 located in a WiFi network is
connected to perform the audit, as shown in Fig. 12.

= root@steph: /homefstephanee/Desktop/WiFiPrueba

File Actions Edit View Help

[e0:00:00] 5/5 keys t

Time left: -

Master Key : 44 59 31 F5 58
3 FB D&

Transient Key : FF
ce
Bl
96

EAPOL HMAC 3 F5 B5 DB 60 0@ 52

Fig. 12 Cracking of WiFi network

With the private IP address obtained from access to the
WiFi network, as shown in Fig. 13, the vulnerability analysis
was performed where DoS vulnerability was exploited using
the Hping3 tool.

i ) ] T e L Y
set, 4@ headers + 0@ data bytes
e shown

Fig. 13 Exploitation of vulnerability in ESP8266

With the Wireshark tool it was possible to visualize the
sending of packets that saturated the ESP8266 that consisted of
more than two hundred ninety-two thousand one hundred and
eighty-one packets in less than 13 seconds, as shown in Fig. 14.

Destnati P
172.20.10.3 i@
172.20.10.3 Tes
172.20.10.3 e
17228103 e
172.20.10.3 e 60 37163 +
172,20,10,2 T 6037161
172.20.10. 1o
172.20.10.3 T
172.20.10.3 Tes
172.20.10.3 T
172.20.10.3 1o
172.20.10.3 o
172.20.10.3 Tos
172.20.10.3 T
172.20.10.3 Tes
172.20.10. 1o
1722010, 1
198 172.20.10.3 s
61.215.22.75 172.30.10.3 Tee
180.111.50.23  172.20.10.3 T
/21252213 17228103 e
172.20.10. T
172,260,160, T
172.20.10.3 Tes
172.20.10.3 e
172.20.10.3 1o
172.20.10.3 1o 60 37186 4 © [sH]
172.20.10.3 Tes 6037197 - 0 [PsH]
172.20.10.3 e 69 37108 + 0 (PSH]
172.20.10.3 T
172.20.10.3 o B
172.20.10, i@ 66 37191 + 0 [P
172.20.10. 1o 68 37192 2 B [P
240.233.15.241 172.20.10.3 e 60 7 o (Psh] Sea-1 Wi

107.116.174.57 172.20.10.3 Tee 6077194 = 0 [PSH] Seq-1 Wi

Fig. 14 Scanning of incoming ESP8266 traffic

With the attack carried out, the sending of data from the
DHT11 sensor to the VM in AWS is disabled, so the
communication system was successfully exploited.

B.  Test Analysis

To reduce password thefts to WiFi networks, network
security was configured by placing stronger passwords and
changing them periodically every 8 or more days. As another
security measure were limited connections to any device users
are created with passwords from Broker Mosquitto and linked
to MQTT communication.

To limit attacks to other ports, ports were restricted to only
the necessary ones such as port 1883 and port 80 by configuring
VM exit rules in AWS, as shown in Fig. 15.

Reglas de salida misrmariin

YRR S — N VA A — PO—
ST— o . b v [a | | stmima
S— . po v] |a | | s
i = v [a | [ eiinn

Fig. 15 Port restriction in the instance
Using IAM AWS allows access to VM resources where it
allows the integration of different services to the EC2 instance,

as shown in Fig. 16.

EC2 ) Instancias » i-04d23f84da227079a » Modificar rol de IAM

Modificar rol de 1AM iomacisn

Asocie un rol de IAM a la instancia.

ID de la instancia
i-04d23f84da227079a (KnovAuthen)

Rol de IAM

s e un ro

0 ninguno. EL rol qu 3 s
Crear un nuevo rol de
a
le]|.
1AM (2

No hay rol de 1AM

Elija esta opcion pa ectar un rol de 1AM

ociado actualmente a la instancia.

VM_EC2

Cancelar Actualizar rol de IAM

Fig. 16 Role addiction
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To improve VM logins and mitigate an attack on port 22,
the AWS Systems Manager (SSM) service was used to start
controlled sessions, as shown in Fig. 17.

> Administradar de sesién > Iniclar una sesidn

Especificar objetivo

Razén

IDdeinstancia | Versién del ... Elestadode... | Zonade dis.

HO4d23f84d... 3.2.16200 @ en ejecucior nasotros-est ubunty

Fig. 17 Secure login with SSM

To keep a monitoring of system activity the CloudWatch
tool was included and thus the performance of the VM when
processing MQTT system messages was known. It also helped
us to collect information about the installed instance such as the
collection of CPU metrics, Memory, Disk and many more
metrics for activation, as shown in Fig. 18.

CloudWateh > Metrics

Gréfico sin titulo £ [

W 3h 1k 14 5d Custom B | UTCtimezone v || Acciones v || Linea |G|~

S

ala

a

<]

Fig. 18 CloudWatch metrics

VI. LIMITATIONS

One limitation of our approach is its dependency on the
knowledge and experience of the Pentester. Moreover, the
scope of our analysis is limited to the MQTT protocol on AWS
infrastructure and may not generalize to other IoT platforms or
protocols. The testing environment does not fully replicate real-
world deployment complexities such as device heterogeneity,
large-scale data traffic, and long-term operation scenarios.

V. SUMMARY AND CONCLUSIONS

In this research, the weaknesses of the system were
identified, along with their respective actions to mitigate the
vulnerabilities of the system. Performing these actions in the
communication systems is a necessity for the use of these
applications to reduce the risks that communication systems
may have when passing their information to the Internet.

Security in any communication device is vital to protect the
information of individuals and organizations, since important
information passes through the devices and can give rise to
different attacks such as data theft, falsification of information
or denial of services. The communication system implemented
promised a high level of security by applying cloud services and
the MQTT protocol according to the information gathered.
Although the design of the system was simple, the ability to
communicate is in real time by having an intermediary in the
communication such as the Mosquitto Broker. The use of these
factors together makes an effective communication every five
seconds and in security analysis to the VM located in EC2 AWS
it was verified that the DoS attacks to the VM in AWS were not
satisfactory, since AWS has security in its connections through
port 22 (SSH) to only achieve access with their respective
private key file PuTTY. The MQTT traffic and the use of the
VM command line in AWS could not be avoided due to the
amount of packets sent from the Kali machine is not affected at
all, but affected the machine where the attack was carried out.
This was because AWS has a built-in service called AWS
Shield that protects applications running on AWS from DDoS
attacks, plus the bandwidth of the victim is greater than that of
the attacker. But with the private IP address of the ESP8266
obtained from the Wi-Fi network access, vulnerability analysis
was performed where the DoS vulnerability was exploited.
Another communication vulnerability was access to all users
from the Mosquitto Broker which was resolved by applying
authentication to the Broker. In addition to maintaining console
access with secure credentials, but continuing to implement
improvements to logins, a controlled and monitored login is
achieved that allows only primary usage to the customer linked
to their AWS account. One way to mitigate vulnerabilities in
Wi-Fi networks is to change passwords to passwords of up to
15 digits and characters. As well as reducing areas of brute force
attacks to open ports that are of no use to the IoT
communication system.
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