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Abstract— The Internet of Things (IoT) is a new field that has
already affected many aspects of people's lives. It is already
happening in households, healthcare providers, smart cities, the
energy sector, agriculture, and more. Nonetheless, people do not
always accept it with open arms. There are debates on whether it
has positively or negatively impacted people's lives. This article
avoids taking a side and tries to explore different areas and ways
in which IoTs have affected lives.

More specifically, it will explore reliability, security, privacy,
interoperability, scalability, power consumption, cost-
effectiveness, and user experience in the shade of different lights.
All these aspects have both positive and negative effects, and this
article tries to explore them objectively. It is not a complete
analysis of all the possible consequences I10Ts can have on people,
but it serves as a survey on the matter. It is an informative article
that leaves opinions to the reader and leaves the path open for
others to explore.
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I. INTRODUCTION

As technology progresses, further integration with the
internet occurs in the devices and systems we use daily. The
Internet of Things (IoT) has become the status quo for modern
devices, allowing users to access information easily [1]. IoT has
changed how individuals work, collect information, and operate
systems [1]. However, since the Internet of Things is relatively
recent in terms of developments, some aspects of IoT must be
studied and researched further as they could also provide
potential dangers and vulnerabilities [2]. Every day, more
devices/things and processes are becoming increasingly
integrated into IoT, which presents potential positives and
negatives [2]. IoT has demonstrated reliability, cost-
effectiveness, scalability, interoperability, etc. [2]. IoT will also
play a significant role in collecting data for industry purposes
such as server management, Artificial Intelligence (AI), and
other prevalent uses [2]. The more technology advances, the
further IoT comes in as a part of technologies in social media,
home use, healthcare, and even government use, like intelligent
cities [1]. In this paper, we’ll be reporting on [oT's positive and
negative impacts from a general perspective for the working
individual. This is not being done to favor whether IoT has been
more positive or negative. This paper is only to assess the
objective positive and negative impacts of [oTs on these aspects
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to inform and provide further insight and research into this
developing sector of information collection and sensor network
technologies. The sections will inform the reader on positive
impacts regarding these general aspects of IoT, and then the
same will be done with negative impacts in the proceeding
section.

II. THE IMPACT OF IOTS

A. Positive Impact

1) Reliability

The reliability of IoT systems significantly enhances various
aspects of daily life and industry, yielding numerous positive
impacts. Reliable IoT systems ensure high uptime and
availability, which is crucial for continuous operations in sectors
like healthcare, industrial automation, and smart city
infrastructure, thereby minimizing downtime and ensuring
consistent service availability. These systems collect and
transmit accurate data, essential for real-time decision-making
in healthcare, where timely information can improve patient
outcomes, and in industrial settings, where it can optimize
operations and prevent failures [3][4]. Ensuring reliable IoT
device operation streamlines business processes, reduces
manual interventions, and boosts productivity [5]. For instance,
reliable IoT systems in supply chain management enable real-
time tracking of assets and inventory, reducing errors and
enhancing efficiency. Additionally, reliable IoT systems
enhance safety and security by ensuring that smart locks,
security cameras, and environmental sensors function correctly,
preventing unauthorized access, detecting anomalies, and
responding promptly to emergencies [6]. This reliability also
translates to significant cost savings by reducing maintenance
costs and preventing costly downtimes. Predictive maintenance
with reliable IoT sensors can identify potential equipment
failures early, allowing for timely repairs and avoiding
expensive breakdowns [6]. In summary, the reliability of IoT
systems positively impacts service availability, decision-
making, efficiency, safety, cost savings, and scalability, making
them indispensable in modern applications across various
sectors.

2) Security
The aspect of security is a pressing topic regarding the
Internet of Things. Although there have been recent concerns
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regarding security on IoTs as a whole, there have been many
positive impacts on security for IoTs. IoTs have provided
enhanced data monitoring and event surveillance [7]. Many
processes and businesses have been positively enhanced using
monitoring with cameras and sensors for lights. For instance,
farming has seen this impact a lot. With IoT and sensors, farmers
can now see information regarding soil quality, irrigation
control, pest control, and growth monitoring [7]. With cameras
and sensors, the ability to see pests, predators, and other factors
contributing to the harmed security of crops has grown
significantly, and there are no signs of stopping anytime soon.
This is becoming the industry standard now [7].

Agriculture is not the only sector positively affected by
security monitoring and remote data monitoring, but many
facilities that utilize remote technologies solely rely on IoTs for
security purposes [8]. IoTs have allowed end-users to remotely
access security devices to allow for adjustments or to address
security tasks remotely, as well as do things like lock/unlock
doors and arm/disable security systems [8]. A higher level of
control over security tools has improved incident response times
and a higher level of convenience regarding monitoring
potential harmful activity [8]. Although there have been
concerns about the actual security protocols of IoT devices, the
technology has allowed users to monitor data, systems, networks
and remotely access tools needed to carry out routine security
checks and tasks. These several milestones in security for IoTs
will most likely only advance further as these technologies
develop more.

3) Privacy

Privacy is a complex aspect of I0T. IoTs collect much data
and information depending on their purpose and use. Concerns
about how this data is collected, stored, and used have been
brought up by the public and continue to be a bit of a divisive
topic [9]. Some systems and services utilize [oTs exclusively to
collect and process data, so these concerns are valid. However,
[o0Ts still have some positive impacts in the realm of privacy.

Many IoT systems have been designed to give end-
users control over their personal data [9]. Many services today
ask users what information they want to be collected, if any, and
many will even allow users to delete their data outright [9].
These tools allow for transparency in what data is collected,
stored, and processed and give users significant control over
their privacy regarding what is collected from them. This is
especially relevant today when more companies are making
databases and customer profiles using data from data brokers

[9].

Measures for not letting information be sent from IoT
systems have also been set for many devices, such as home
appliances like fridges [2]. Many loT devices will only utilize
on-device processing for sensitive data, meaning that the
information collected by the IoT device will only be processed
on the device itself and not sent anywhere else, like an external
server or database [10]. Although there are many valid concerns
with privacy in IoT, many benefits have been drawn and are still
being developed to this day.

4) Interoperability
In the context of IoTs, interoperability is the ability of
devices to communicate and work together even though they

come from different brands or ecosystems. In [oTs, that means
different devices must share information and use others’ data in
their operations.

Different [oTs with different functions can work together for
a bigger purpose. For example, different devices can do different
things like hearing, seeing, and processing information. That has
many applications; for example, smart cities could use these
IoTs to coordinate critical decisions that saves lives [11]. That
has an impact in the daily lives of humans. However, it does not
have to go that far. There are simpler applications that already
exists in people’s homes that assist their daily lives.

One benefit is the optimization of different applications. For
instance, loTs could help minimize energy utilization in
households. Interoperability could allow thermostats and smart
blinds to work together and adjust a room’s temperature based
on sunlight levels. Of course, it is possible that one single brand
makes both the thermostat and smart blinds. However, modern
households rarely buy all their IoTs from the same brand.
Interoperability allows them to purchase products that belong to
different ecosystems and use them together; for example, people
can control all their IoTs from a single app like Alexa.

Another way in which interoperability improves people's
lives is by giving them personalized and better experiences.
Smartwatches, for example, keep collecting data about the
person who wears them. Healthcare providers could use that
data, like heartbeats or sleep cycles, to come up with better
diagnoses. In turn, that would also require interoperability
between smartwatches and healthcare systems.

Sustainability is also improved thanks to interoperability. As
a previous example of smart homes mentioned, households
could purchase their IoTs from different brands, so realizing that
it would cause less waste is important. If households had to
purchase all their ecosystems again when getting a new device,
the old ones would be discarded. That kind of flexibility, as a
result of their interoperability, aids sustainability.

5) Scalability

Scalability in IoTs occurs when new devices can be added to
a system without compromising its performance. This is known
as horizontal scalability, which is the opposite of vertical
scalability, which involves replacing computers with more
powerful ones [12].

Following from the previous examples, having a few devices
at home would allow the system to work as well as if there were
many devices working together. This attribute has many positive
impacts on individuals' daily lives.

Scalability can positively impact individuals' lives by giving
them convenience and flexibility. People can start using IoTs
with a small investment and purchase a few IoT devices like
smart lights or speakers. As previously mentioned, if they
wanted to get new devices, they would not have to replace the
ones they already have. Scalability and interoperability allow
households to keep adding devices to their homes without
affecting their performance.

Similarly, scalability allows progressive enhancements in
services. For example, as healthcare providers were previously
mentioned, businesses can also slowly integrate new IoTs and



IoT support into their environments. That will, in turn, allow
them to continuously improve personalization and customer
experiences. Again, that is only possible if scalability and
interoperability are at play.

6) Power Consumption

The adoption of IoT applications is projected to result in
significant energy savings, with estimates suggesting a
reduction of over 1.8 petawatt-hours (PWh) of electricity by
2030 and total energy savings of approximately 5.2 PWh [13].
IoT-enabled smart grids and energy management systems
improve energy efficiency by optimizing electricity usage,
leading to reduced overall consumption. Additionally, IoT
devices are expected to conserve nearly 230 billion cubic meters
of water by 2030 through enhanced water grid operations and
smart irrigation techniques [ 14]. Predictive maintenance enabled
by IoT sensors can identify potential equipment failures before
they occur, thereby preventing energy waste. In both home and
industrial settings, loT-enabled automation optimizes lighting,
heating, cooling, and machinery operations, significantly
minimizing energy waste [14]. The integration of renewable
energy sources into power grids is facilitated by IoT, promoting
cleaner energy use. Furthermore, by optimizing energy usage,
IoT systems help reduce energy costs for both businesses and
consumers. Efficient power management strategies, such as
employing low-power components and implementing sleep
modes, extend the battery life of IoT devices, contributing to
overall energy efficiency.

7) Cost

[oTs can lead to significant cost savings in many aspects of
daily life, particularly using smart home devices. For example,
smart thermostats, lighting systems, and energy monitors are
designed to improve energy consumption, reducing utility bills
[15]. For example, smart thermostats learn users’ preferences
and then adjust cooling or heating depending on location to
ensure efficient energy use. The American Council for an
Energy-Efficient Economy (ACEEE) reports that smart
thermostats can save users up to 10-15% on heating and cooling
costs [16].

Similarly, smart lighting systems can be programmed to turn
off when unoccupied rooms are not in use, further contributing
to cost savings. These systems often include motion sensors and
timers that ensure lights are only used when needed, which can
significantly reduce electricity consumption over time.

Additionally, energy monitors offer detailed insights into
household energy use by identifying areas where energy can be
conserved. Monitoring and controlling home energy use
remotely through IoT applications allows households to manage
their energy consumption more effectively. For example, users
can adjust settings or turn off appliances from their smartphones,
even when they are not at home, preventing unnecessary energy
use and reducing costs.

These smart devices contribute to individual cost savings
and promote more sustainable energy practices on a broader
scale. By adopting IoT technologies, households can reduce
their environmental footprint while enjoying the financial
benefits of lower utility bills. This dual advantage makes IoT an
attractive solution for modern energy management.

8) User Experience

Integrating IoT devices can significantly enhance user
experience by providing convenience and improving the quality
of life [15]. Smart home assistants like Amazon Alexa and
Google Home enable voice control over various devices,
simplifying daily tasks such as setting reminders, playing music,
or controlling smart appliances. This ease of use is highlighted
by research from NPR and Edison Research, which found that
69% of smart speaker owners use their devices daily,
underscoring their role in everyday convenience [17].

Wearable devices, such as fitness trackers and smartwatches,
also play a crucial role in enhancing user experience. These
devices offer real-time health monitoring and personalized
feedback, promoting healthier lifestyles. According to a report
by Deloitte, over 60% of individuals use wearables to monitor
health metrics, which can lead to improved health outcomes
[18]. Wearables track various health indicators such as heart
rate, sleep patterns, and physical activity, enabling users to make
informed decisions about their health and well-being.

[oT applications extend beyond personal health to healthcare
systems, where they have transformative potential. Remote
patient monitoring, for example, allows for better management
of chronic conditions and prompt medical interventions. A study
published in the Journal of Medical Internet Research found that
remote monitoring systems can reduce hospital readmissions for
chronic diseases by 25% [19]. These systems allow healthcare
providers to check patient’s health data in real-time, enabling
early detection of potential issues and prompt medical
responses, thereby improving patient outcomes and reducing
healthcare costs.

Furthermore, IoT devices can enhance home security and
safety. Smart security systems, including cameras, sensors, and
alarms, can be monitored and controlled remotely, providing
peace of mind to homeowners. These systems can alert users to
potential security breaches or hazards, such as fires or gas leaks,
enabling quick responses to protect property and loved ones.

Overall, integrating IoT devices improves user experience
by offering increased convenience, improved health
management, and enhanced security. These technologies
simplify daily tasks, offer valuable health insights, and ensure
safety, all of which contribute to a higher quality of life for users.
As 10T evolves, its impact on user experience will likely grow,
offering even more innovative solutions to improve everyday
living.

B. Negative Impact

1) Reliability

The Internet of Things (IoT) promises significant
advancements across various sectors, but its deployment and
maintenance face several challenges that impact performance
and reliability. IoT devices are prone to technical issues,
software bugs, and connectivity problems, which can disrupt
their functionality. Maintenance challenges arise from
managing updates and regular maintenance across numerous
devices, potentially leading to reliability issues if not properly
managed [20]. The proliferation of IoT devices adds complexity
to networks, making them harder to manage and maintain.
Security vulnerabilities in IoT devices make them prime targets



for cyberattacks, compromising system reliability and data
integrity. Environmental factors such as temperature, humidity,
and physical wear can degrade device performance over time
[21]. ToT systems' heavy reliance on network connectivity
means that unreliable or inconsistent connections can
significantly affect their reliability. The distributed nature of IoT
systems often limits visibility into data flows, leading to
potential reliability issues in data transmission and processing.
Additionally, the limited service lifetimes of IoT devices require
careful planning for failures and replacements to maintain
solution reliability. Addressing these challenges necessitates
robust testing, maintenance, security, and monitoring strategies
to enhance the reliability and effectiveness of IoT solutions [22].

2) Security

While IoTs have provided advantages for security, like
surveillance and monitoring, the actual security methods and
protocols on IoT devices are usually insufficient to protect
against significant threats [23]. Since many IoT devices use little
power to operate and function, there is a problem with proper
methods for encryption and computation over networks using
0T devices [23]. There are methods in place now that are being
researched, such as using machine learning to encrypt
information on IoT devices, but they are still being explored
[23].

Furthermore, with the low number of security
protocols in place on IoT devices, there is the possibility of
network attacks by bad actors [24]. Devices integrated with IoT
can be hijacked and used to form botnets, being used and
controlled without the end-user's knowledge and compromised
by Dedicated Denial of Service attacks (DDoS) that may
overwhelm and turn off networks altogether [24]. This stems
from a lack of standardization for security protocols on [oTs, and
methods on how to prevent and mitigate these weaknesses,
which are currently being further researched and developed.

In addition to the network side of things, the physical
components of [0Ts could be compromised due to a lack of
security measures [8]. For instance, homes or buildings with
smart locks and doors can be compromised without sufficient
security measures, enabling a risk of either being locked in or
locked out of the area. Since so many IoT devices can be widely
different from each other, it may be daunting to monitor their
security and update their security protocols as it can be resource-
heavy and time-consuming, all of which costs money [7].

3) Privacy

The negative impacts of this aspect may be one of the most
controversial regarding what kind of data has been collected,
how it has been collected, and the channels for consent for which
it is allowed to be collected. Ever since IoTs have been more
integrated into devices for daily use like home utilities, cell
phone devices, and other smart home services like doorbells,
consumer interest has heavily shifted toward the want for proper
protection of privacy regarding information collection on the
consumer and end-user [25]. Many services today fail to explain
in detail what kind of data is collected from consumers, which
makes for cloudy consent mechanisms when asking customers
for their data [25]. Not only that, but most of this data ends up
being sold in one way or another to third parties by these
companies that collect it, like data brokers, for example [26].

Additionally, some IoT devices collect data in ways
consumers believe to be intrusive [25]. This can include
intelligent assistants logging conversations, smart cameras
monitoring private spaces, etc. [26]. The vagueness of consent
on the end-user’s part doesn’t necessarily help with this either,
as legally, they may have consented to data being collected in
this manner, but how it was expressed to the consumer may have
been too vague to let them know [26]. With this data, several
profiles can be made on individuals for marketing purposes to
target specific kinds of advertisements, products, and services
that the profile may indicate the consumer will find interesting.
Some consumers also see this as invasive and beyond what is
needed for IoT data collection and privacy [26].

4) Interoperability

As mentioned in the positive impacts section,
interoperability refers to the ability of devices from different
ecosystems to communicate and work together. Undoubtedly,
interoperability has many positive qualities. However, there are
challenges that still affect IoT devices that interoperate with
others.

Interoperability, as already established, allows different
ecosystems to work together. However, the data-sharing process
must be simple and available for other devices to use. It is crucial
that information resources stay available for other devices;
however, that opens the opportunity for bad actors to access that
information, too. Security easily becomes a point of interest for
IoT environments where privacy is also important “when
networking between different entities” [27]. In other words,
there is somewhat of a trade-off between interoperability and
security.

Reliability is another area where interoperability may
negatively affect individuals' daily lives. As more IoTs
participate in bigger systems, individuals become more
dependent on those systems. However, interoperability is
difficult to maintain. For example, as companies try to mitigate
security risks, they may launch updates that change the way their
devices interact with others. That could easily cause issues in the
interoperability of ecosystems and result in system failures.
Finally, people's dependency on these systems will result in
disruptions when those failures happen.

5) Scalability

Interoperability and scalability have already proven to be
intertwined, thus they face very similar challenges. As IoTs are
scalable, the cost to maintain them is also higher. As more IoTs
join systems, they become more complicated. Updates may not
be compatible with other IoTs in the network, and disruptions
can happen.

One such example where individuals may grow dependent
on [oTs is in the electrical power sector. There are already power
grids that use IoTs to balance loads and even use the energy from
solar panels in households to supply the demand [28]. If there
was a failure in part of these IoTs, which also have been scaling
progressively, there may be a power disruption until the issue is
fixed. However, some communities rely heavily on electrical
power.

In fact, a cyber-attack happened in 2021 in a Georgia-based
gas pipeline. Although it was a case where actors caused the



problem rather than just failures in the system, it still proves the
dependency and effect that malfunction in systems may have on
the lives of individuals. The attack caused an interruption in the
gas supply, and prices rose considerably in the following months
[29].

In other words, scalability can have many positive impacts
on the lives of individuals, but it can also affect negatively when
issues happen at systems that have already scaled out.

6) Power Consumption

The proliferation of IoT devices brings about increased
energy demand, as their collective power consumption strains
power grids and raises carbon footprints. Many IoT devices
depend on batteries, necessitating frequent replacements or
recharging, particularly in remote applications where power
sources are scarce. This reliance on batteries also raises
environmental concerns due to the production and disposal
processes involved [20]. Efforts to minimize power
consumption can sometimes lead to performance trade-offs,
compromising the functionality of these devices. Additionally,
temperature sensitivity affects power consumption, with
extreme conditions potentially reducing efficiency or shortening
battery life. Network energy costs are significant, as transmitting
data over satellite or cellular networks for remote IoT
applications is energy-intensive. As IoT deployments expand,
managing the power consumption of numerous devices becomes
increasingly complex and costly. In remote locations, the
dependency on reliable power sources poses a challenge,
limiting the effectiveness of IoT solutions. Furthermore,
inefficient [oT implementations or poorly optimized devices can
lead to unnecessary energy consumption, counteracting the
potential benefits of [oT technology.

7) Cost

While IoTs could offer cost-saving benefits, the initial
investment and ongoing maintenance costs can be substantial
[15]. General higher-end IoT devices often come with a hefty
price tag, and the need for continuous updates and potential
repairs can add to the overall expense. For instance, a smart
thermostat can cost between $200 and $300, and smart security
systems can range from $300 to $500, excluding installation fees
[30]. These upfront costs can be a significant financial burden
for many households.

In addition to the initial purchase price, adopting IoT
technology often requires upgrading existing infrastructure.
Improved internet connectivity is often necessary to support the
increased data traffic generated by multiple smart devices. This
might involve subscribing to higher-speed internet plans or
investing in more robust Wi-Fi routers and extenders, which can
add to the costs. For homes with older electrical systems or
insufficient wireless coverage, added expenses may include
professional installation and configuration services to ensure the
devices function correctly.

Moreover, maintaining IoT devices involves regular
software updates to protect against security vulnerabilities and
to ensure the best performance. These updates sometimes
require new hardware if the existing devices become outdated or
incompatible with new software. Repairs and replacements due

to wear and tear or technological obsolescence also contribute to
the ongoing costs associated with IoT devices.

The financial implications of these costs are significant. A
survey by Gartner found that 63% of households considered the
prohibitive cost of IoT devices a significant barrier to adoption
[31]. This belief is likely due to the combined effect of initial
expenditures, potential infrastructure upgrades, and continuous
maintenance expenses, which can make implementing IoT
technology prohibitive for many consumers.

Furthermore, the cost considerations are not limited to
residential settings. Businesses looking to implement IoT
solutions to streamline operations and improve efficiency face
similar financial challenges. The need for comprehensive
network upgrades, cybersecurity measures, and specialized
personnel to manage and maintain [oT systems can lead to
substantial capital and operational expenditures.

In summary, while IoT devices can offer substantial long-
term cost-saving benefits and enhanced convenience, the initial
and ongoing costs associated with their purchase, installation,
and maintenance can be substantial. These financial barriers can
deter many individuals and businesses from fully embracing IoT
technology, highlighting the need for more affordable solutions
and cost-effective implementation strategies to make IoT
accessible to a broader audience.

8) User Experience

The user experience with IoT devices can sometimes be
problematic due to various issues, including compatibility
between IoT devices and platforms, security vulnerabilities, and
privacy concerns [15]. These challenges can lead to users'
frustration and limit IoT technology's overall effectiveness and
satisfaction.

One major issue is compatibility because IoT devices require
smooth integration to function properly, but this is not always
the case. A smart home setup may need devices from the same
manufacturer or those that support the same protocols to work
together seamlessly, which limits user choice and flexibility.
According to a study by Parks Associates, 44% of smart home
device owners reported experiencing interoperability issues
[32]. Nearly half of the users faced problems connecting and
managing devices from different brands or platforms, resulting
in a fragmented and often frustrating user experience.

Security and privacy concerns also significantly impact user
experience with IoT devices. These devices are often vulnerable
to hacking and data breaches, posing risks to personal
information and overall security. The constant connectivity and
data exchange inherent in IoT technology can lead to concerns
about surveillance and loss of privacy. A report by Symantec
highlighted that 60% of IoT devices are susceptible to medium-
or high-severity vulnerabilities [33]. This important level of
susceptibility makes users wary of adopting [oT devices,
knowing that their data and security could be compromised.

Moreover, the General Data Protection Regulation (GDPR)
emphasizes the importance of data protection, but many IoT
devices do not fully comply with these regulations. This non-
compliance further exacerbates privacy concerns among users.
The European Commission has noted that ensuring GDPR
compliance is crucial for protecting consumer data and



supporting trust in IoT technology [34]. However, the lack of
widespread adherence to these regulations by IoT manufacturers
means that users often must contend with potential privacy and
data security breaches.

In addition to these issues, the user experience can be
hindered by the complexity of setting up and managing IoT
devices. Many users find these devices' initial installation and
configuration challenging, particularly involving multiple
devices and platforms. This complexity can discourage users
from fully using the capabilities of their IoT systems or lead to
frequent technical problems that require troubleshooting and
support.

To address these challenges, manufacturers and developers
must focus on creating more interoperable, secure, and user-
friendly IoT solutions. This includes standardizing
communication protocols, enhancing security measures, and
ensuring compliance with data protection regulations. By
improving these aspects, the user experience with IoT devices
can be significantly enhanced, leading to greater consumer
adoption and satisfaction.

III. CONCLUSIONS

The impact of IoTs on daily life is multifaceted, offering
benefits and challenges. Future trends in [oT technology suggest
further integration into various aspects of daily living,
potentially leading to even greater convenience and efficiency.
Emerging technologies such as edge computing and
advancements in artificial intelligence (AI) may help address
some of these challenges by providing more secure and cost-
effective solutions. However, addressing the associated costs
and improving security measures will be crucial in mitigating
negative impacts and ensuring that [oT advancements contribute
positively to society [15].
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