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Abstract — The degree of vulnerability to cyberspace threats 

sometimes goes unnoticed; However, it currently involves States 

worldwide; The objective of the study is to know the policies and 

programs on cybersecurity that the States have implemented, as 

well as the knowledge about cybersecurity that the population has. 

Through a systematic review of the literature, 50 articles from the 

Scopus database were analyzed; The analysis method was based 

on the five international pillars established by the International 

Telecommunications Union. It was found that States are 

responding through policies and programs that allow the 

population's knowledge of cybersecurity; in addition to identifying 

ways to reinforce it. The work of the United States and the United 

Kingdom stands out, they show significantly positive progress. It 

is concluded that most countries in the study are still evaluating 

their population on Cybersecurity issues. No studies could be 

identified that present training plans oriented to the stages of basic 

education, this population being identified as vulnerable. It is 

expected that Latin American countries will soon begin their 

research on cybersecurity policies; During the process of this 

paper, no studies from this region were identified. 

Keywords — cybersecurity policies, cybersecurity programs, 

cybersecurity trends, pillars, ITU 

I. INTRODUCTION 

Cloud computing, mobile devices, and broadband networks 
have allowed for a deeper transformation in governments and 
companies [1]; It is unknown to anyone that cyberspaces not 
only created benefits for society; but also, a unique opportunity 
for criminals, who take advantage of the speed, convenience, 
and anonymity of the Internet to commit criminal activities that 
know no borders [2]. Cybercrime is considered a service that can 
be purchased. Crime as a Service is a new business model that 
facilitates the commission of crimes around the world; Hackers, 
like any other company that adopts cloud computing to store 
their files on services like Google Drive, and Amazon, use stolen 
credit cards, fake identities, and front companies to rent space to 
legitimate companies like Amazon, to host malware on their 
servers. They also make extensive use of virtual private 

networks (VPNs) and proxy servers that hide their Internet 
Protocol addresses and hide their locations; In addition, they buy 
accommodations in Russian or Ukrainian companies where they 
do not require the identity of their clients and accept anonymous 
payments in Liberty Reserve and Bitcoin [3]. 

As expected, the increase in cyber risks forces companies 
and governments to integrate cybersecurity into their processes, 
in the acquisition of technology, and in the selection of 
personnel to respond to cybercrime [1]. According to the Cyber 
Center of Excellence (2016), demand for cybersecurity products 
increased by 14.7% between 2011 and 2013, while consumer 
demand increased by 10.7%. Therefore, it can be stated that 
cybercrime has gone from being a specialist topic to becoming 
a general policy concern [4]; Therefore, it is considered to ask: 
Are the States responding with Cybersecurity actions? What 
cybersecurity policies and programs have been implemented? 
And lastly, but not least, what is the population's knowledge of 
cybersecurity? 

A. Cyberspace, cybersecurity, and cyber defense 

Cyberspace is real, since although it is true it is artificial 
created by computers connected to the Internet; It is there where 
people interact and where various computer crimes occur; Faced 
with this, cybersecurity arises as preventive, corrective or 
monitoring actions carried out by natural or legal persons, aimed 
at ensuring the use of their own networks and denying it to third 
parties; to preserve confidentiality, availability, and integrity of 
the information. Cyber defense consists of the resources, 
activities, tactics, techniques, and procedures that the Armed 
Forces oversee, to guarantee the security of the command-and-
control systems and allow the exploitation and response of the 
necessary systems that allow free access to cyberspace. for the 
effective development of military operations [4] Currently, the 
framework is widely disseminated in the business sector as one 
of the best practices for Cybersecurity. 

B. Cybersecurity and the Role of the State 

Faced with the risks of the stability and security of 
cyberspace that violate or may violate protected legal assets, 
including cybersecurity itself [5]; the State must respond 
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legitimately; In this regard, the European Union approved the 
joint communication from the European Parliament and the 
Council called “Resilience, deterrence and defense: 
strengthening EU cybersecurity”, through which a so-called 
Cybersecurity Package is presented that includes the creation of 
the Agency of Network and Information Security of the 
European Union (ENISA), whose function is to help Member 
States, EU institutions and companies to confront cyberattacks 
[6] In 2013, the United States commissioned the National 
Institute of Standards and Technology (NIST) to develop the 
Cybersecurity Framework for the protection of critical 
infrastructure, today known as the Cybersecurity Framework 
(CSF). which constitutes a tool for cybersecurity risk 
management applicable in all critical infrastructure sectors. Its 
preparation under a participatory methodology of the 
government, industry and academia considers standards already 
accepted by the cybersecurity ecosystem, such as NIST SP 800-
53 Rev.4, ISO/IEC27001:2013, COBIT 5, CIS CSC, and others. 
cybersecurity governance [7]. 

C. The International Telecommunication Union (ITU) 

The ITU is committed to connecting every global citizen, 
regardless of their location or resources by carrying out various 
actions, defending and supporting the universal right to 
communication. The Global Cybersecurity Index developed by 
the International Telecommunication Union (ITU) has launched 
four editions, the most recent being in 2020, published in June 
2021 [8]. 

The fourth edition of ITU 2020 is a reliable reference that 
measures the commitment of countries to cybersecurity 
worldwide, to raise awareness about the importance and 
different dimensions of the topic; The index is made up of five 
pillars: 

1.  Legal Measures (Regulations on cybercrime and 

cybersecurity). 

a.  Countries with some type of cybersecurity legislation 

b.  Data protection regulations 

c.  Regulation on essential infrastructure. 

2.  Technical Measures (Application of technical capabilities 

through national and sectoral organizations). 

a.  EIII (Intervention Team in cases of Computer Incidents). 

b.  Participate in a regional EIII. 

c.  Online child protection reporting mechanisms. 

3.  Organizational Measures (National strategies and 

organizations that apply cybersecurity). 

a.  National cybersecurity strategies. 

b.  Cybersecurity agencies. 

c.  Information is provided on online child protection 

strategies and initiatives. 

4.  Capacity Development (Measurement of awareness 

campaigns, training, education, and incentives for cybersecurity 

training). 

a.  Countries that carry out awareness-raising initiatives. 

b.  Countries with R&D programs in cybersecurity. 

c.  Countries that declare they have national cybersecurity 

industries. 

5.  Cooperation (Measurement of associations between 

organizations, companies, and countries). 

Each nation is examined considering its degree of progress 
or involvement in each of these pillars and aggregated into an 
overall score. 

D. Trends 

Among the measures to improve cybersecurity, as Goodman 
[3] points out, that data reduction must be a permanent practice, 
since accumulated data, whether personal records, medical 
records, banking records, government secrets, or corporate 
intellectual property, are subject to leaks and can be exploited 
by organized crime. Some models allow managing the 
information life cycle. These models contemplate: 

1.  Creation of information: Compilation and capture of 

information through various media. 

2.  Information storage: At this stage, we must answer the 

following questions: Where is the information stored, locally or 

internationally? Are legal issues such as data privacy 

considered? 

3.  Exchange and use of information: It is the stage where data 

is available to users of the organization and allows value to be 

generated for organizations. 

4.  Data archiving: This is the stage where the data is no longer 

necessary for the organization's management, but its storage is 

needed for legal issues such as litigation. It is important to know 

at a legal level how long the information is required to be stored. 

5.  Deletion of information: At this stage, the data is securely 

deleted. 
Regarding passwords, a study carried out by Deloitte 

Consulting in 2014 found that the use of username and password 
is completely broken because more than 90% of them can be 
forced and decrypted in just a few hours; multi-factor 
authentication is recommended, which involves the use of 2 of 
these elements: 

1.  Something you know: Like passwords and security 

questions. 

2.  Something you have: Like tokens, temporary access codes, 

and credit cards. 

3.  Something you are: Like biometrics. 
Another study conducted by HP in 2014 found that 70% of 

data shared over a network does not have any encryption, which 
means that anyone can access it. Additionally, Microsoft and 
Apple operating systems have built-in hard drive encryption 
tools; However, not many consumers are aware of its use or 
existence. Smartphones, Google, and Apple include encryption 
of ongoing messages, preventing all communication from being 
read by criminals. 

Cybersecurity education is vitally important; since it allows 
users to recognize and avoid cyber threats such as phishing, 
malware, and identity theft, although these threats are highly 
evolved, they always require the computer user to naively open 
the message and perform the actions requested by the 
cybercriminal [9]. Additionally, it encourages secure online 
habits, such as using strong and unique passwords, regularly 
updating software, and protecting devices from intrusions; 
promotes responsibility and protection of personal and 
confidential information; An informed public contributes to the 
protection of digital infrastructure and the prevention of 
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cyberattacks that could cause financial, personal, and even 
national damage [3]. 

According to the above, the objective of the systematic 
review is to know the cybersecurity policies and programs that 
the States have implemented, as well as the knowledge about 
cybersecurity that the population has. 

II. METHODOLOGY 

The study responds to a systematic literature review 

(SRL); considering that in 2020 the IDB and OAS report [10] 

on advances in cybersecurity will be issued; The search was 

carried out for the articles published and indexed in the Scopus 

database during the years 2020 to 2022. Likewise, the terms 

“education” OR “politics” OR “knowledge” AND 

“cybersecurity” were established as search criteria.”. The 

inclusion criterion was that the articles be open access and 

articles about medicine were excluded; A total of 573 articles 

were obtained, of which, applying the selection process in the 

graph shown, a total of 50 articles suitable for analysis in the 

present investigation were obtained; (see figure 1), regarding 

the paper by Hong et al. It was published in 2022, and it 

emerged on the date of the search for the articles that are part 

of the study; However, he was assigned to a magazine in 

January 2023; Therefore, the publication year of January 2023 

is being maintained. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

     Fig. 1.  Flowchart for the systematic literature review 

adapted from Page et al [11]. 

III. RESULTS 

Figure 2 shows the number of articles analyzed by country 
of origin; European countries, especially in the United 
Kingdom, publish with greater emphasis articles related to 
knowledge and implementation policies on cybersecurity. 

 

Fig. 2.  Number of articles analyzed by country of 
origin. 

50 articles were analyzed, with SCOPUS being the database 
where the largest number were found in 2022 with 23 
publications; in 2021, 17 publications; in 2020, 9 publications 
and in 2023, 1 publication. 

A. Policies applied to cybersecurity implementation. 

Research articles were found on viable cybersecurity 
policies, eight belonging to Europe and one from the Arab States 
Region. 

Of the nine articles reviewed, three correspond to the United 
Kingdom, among their proposals is: an adaptive governance 
model that is based on “planned adaptive regulation”, the 
development of cyber capabilities in international debates to 
support the countries of the South in promoting technical and 
policy strategies on cybersecurity and the practice of integrating 
peer review as part of a cybersecurity policy evaluation task to 
support assessment literacy in computer science and software 
engineering graduates [12], [13], [14]. Two from Norway, in 
which they propose the creation of policies that contain cyber 
capabilities (CCB), as part of global policy and ten common 
aspects in the policies of five companies (health, finance, 
education, aviation, and electronic commerce) [15], [16]. The 
Russian Federation has an article, which seeks to define the 
concept of “digital sovereignty”, to find effective mechanisms 
to guarantee sovereignty in the digital space without prejudice 
to the digital revolution [17]. Poland also has a publication that 
emphasizes three points “The entities of the national 
cybersecurity system” “the obligations of operators of essential 
services” and “the authorities responsible for cybersecurity” 
[18]. An article from Germany introduces legal aspects of 
cybersecurity in the financial sector, taking stock of existing 
cybersecurity schemes. Establishes key elements for the 
regulation of cybersecurity in the financial sector of the 
European Union [19]. Finally, an article from the United Arab 
Emirates addresses the review of National Strategic 
Cybersecurity Plans and presents a proposal to adopt the Goal-
Question- Outcomes (GQO)+ Strategies paradigm based on the 
development of infrastructure, digital services and technology, 
defense against cyber threats and enriching people's knowledge 
of it [20]. 

TABLE I.  POLICIES APPLIED TO CYBERSECURITY IMPLEMENTATION Y 

TRAINING PROGRAMS 

 N 
Author(s)  Types of policies 

1  

Willers. 

Creation of global policies that contain the 

strengthening of cyber capabilities (CCB), as part of 

global policy. 

2  
Rebro et al. 

Defining political sovereignty and national 
independence through "digital leadership" 

3  
Brass and Sowell  

Centralized risk regulatory frameworks with 

operational knowledge and mitigation mechanisms 

4  

Karpiuk  

The national cybersecurity system aims to ensure 

cybersecurity at the national level, which involves the 
uninterrupted provision of essential and digital services 

5  

Calderaro et.al. 

General Cyber Agreement: seeks to strengthen 

resilience to cyber threats through national 

cybersecurity strategies, incident response teams 
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(CSIRTs), cybercrime laws, public-private 

collaboration, and education to raise public awareness 

6  Mishra et al  Corporate Cybersecurity Policies. 

7  Maguire and 

English  
Cyber Security Literacy 

8  Calliess and 
Baumgarten  

Cybersecurity in the EU, the example of the finance 
sector 

9  

AlDaajeh et al. 

It reviews a set of world-leading National Cybersecurity 

Strategic Plans and discusses existing associated 

cybersecurity education and training improvement 
initiatives. 

 

B. Training programs 

Of the articles found, 15 of them focus on cybersecurity 
training programs, which would respond to the capacity 
development criteria used by the Global Cybersecurity Agenda 
[21]. The countries included in the Global Cybersecurity Index 
(since its appearance in 2014) have developed different 
strategies, with the European continent taking the lead with eight 
articles found in the United Kingdom where the challenge of 
teaching Cybersecurity to students is developed. general 
computer science students at a university in the same country 
[22]; In articles from the United Kingdom, Slovenia, the Czech 
Republic, and Portugal, the contribution of programs towards 
the European Union with an integration model, a skills center to 
educate about cybersecurity, and the SPARTA CSF program for 
implementation, education, and training are proposed. 
cybersecurity study programs; as well as a diagnostic strategy 
for evaluating risk attitudes and behaviors and cyber awareness, 
respectively [23], [24], [25], [26]. 

North America, has three articles from the United States, in 
which four modules are developed (application security, web 
security, firewall configurations, wireless network security) that 
support the development of cyber skills for undergraduate 
students and postgraduates, in 2021; a review of digital forensics 
programs in universities, and a design for the undergraduate 
course in software and web security using active learning 
strategies in the cybersecurity course developed at York College 
of the City University of New York ( CUNY); all of them 
fulfilling the characteristic of teaching about critical topics in 
cybersecurity [27], [28], [29]. 

In Africa, two articles were found, one carried out a 
systematic review on the use of artificial intelligence to combat 
cybercrimes, and the second proposed a cybersecurity 
curriculum from a perspective of best practices for universities 
and other educational institutions top [30], [31] . 

From the Arab states, two articles were found that measure the 
knowledge of university students after the placement of a 
module that teaches three essential topics, relating to password 
security, and browser security, and the second validates the 
cybersecurity knowledge, skills, and abilities (KSA) 
competencies of cybersecurity degree programs using a fuzzy 
language group decision-making method [32], [33]. 

TABLE II.  CYBERSECURITY TRAINING PROGRAMS 

 N 
Author(s) Training Programs 

Programs 

Implemented 

1  

Alqahtani   

Informative module to assess the 

cybersecurity awareness of university 

students in password, browser, and 

social media security. 

Cybersecurity 

Assessment and 

Knowledge Module 

for Students 

2  Srivatanakul 
y Annansingh  

Cybersecurity course designed at York 
College, CUNY. 

Cyber Security 
Course 

3  

Dočkalová 

Burská et al. 

Tool to analyze learning in a practical 

session, compare students, and identify 
flaws in assigned puzzles [34]. 

Training Analysis 

Tool 

4  

Ben Salamah 
et al.  

Educate about cybersecurity challenges 

in social media. Analyze the feasibility 
of an adaptive training and awareness-

raising system, gathering information 
from various sectors. 

Adaptive 

Cybersecurity 
Training and 

Awareness System 
[35]. 

5  

Kuzminykh 

et al.  

Model for integrating EU cybersecurity 

frameworks into Ukrainian education, 

promoting European good practices in 

the business sector, legal regulators, 

governmental, scientific, and 

educational institutions. 

Model for the 

continuous 
integration of EU 

cybersecurity 

frameworks into 
Ukraine's education 

process 

6  

Antunes et al 

Triple strategy of cybersecurity and 

cyber awareness for basic education 

students, which includes evaluation of 
risk attitudes and behaviors. 

Diagnostic strategy 

for the assessment of 
risk attitudes and 

behaviors and cyber 

awareness 

7  

Jerman 

Accreditation of cybersecurity 

programs and certifications in European 

institutes. Improvement actions and 
proposal of the educational panorama. 

Competence centers 

to create an integrated 

and user-centric 
cybersecurity 

ecosystem in the EU, 

seeking European 
digital sovereignty. 

8  

Da Veiga et 

al. 

Proposed curriculum with core modules 

in Networking, Cryptography, 

Cybersecurity, Forensics and 

Programming, based on current best 

practices. 

Networking, 

Cryptography, 

Cybersecurity, 

Forensics & 

Programming 

9  

Hajny et al 

Shortage of cybersecurity bachelor's 
degree programs (19 out of 89). Need to 

increase cybersecurity subjects from the 

first year. 

SPARTA CSF, to 
reflect new trends and 

directions in cyber 

security 

10  

Crick et al 

Teaching Cybersecurity to computer 

science students at a university in the 
United Kingdom, with a two-year 

computer science foundation before 

specializing. 

External Network 

Policies 

(JANET).  Binary 
Programming 

11  

Wang et al 

Learning basic and advanced skills 

through well-designed modules and 
hands-on cybersecurity labs. 

Application, web, 
firewall and wireless 

network 

configuration. 

12  
Alammari et 

al 

Validate cybersecurity KSA in degree 
programs using fuzzy linguistic group 

decision method. 

Fuzzy Language 
Group Decision-

Making Method 

13  

Mendivil et 

al [36] 

The ability to deal with cybersecurity 

issues depends on staff training and 

awareness, and a framework that 
identifies the indicators needed for each 

position. 

Competency-based 

model for training 

and sensitizing non-
ICT staff according to 

their job profile. 

14  

McCullough 
et al  

 U.S. universities offer digital forensics 
courses on ethics, cyber law, 

investigation, and forensic lab. The 

least offered are memory forensics, IoT, 
and software. 

An Exploratory 

Analysis of Digital 
Forensics Programs 

in the United States 
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15  

Wiafe et al  

Artificial intelligence is proposed to 

develop more robust cybersecurity 
methods that make real-time decisions 

and respond effectively to sophisticated 

attacks, thus combating cybercrime. 

Methods to ensure 

cybersecurity 

(CyberSec) with 
Artificial Intelligence 

 

C. Sources of knowledge, topics, and vulnerable population 

Of 26 articles, fifteen of them correspond to Europe and 
address studies on how senior managers can establish a global 
cybersecurity model, concluding that the global cybersecurity 
model (GCS) helps managers visualize, establish, and manage 
cybersecurity strategies. risk mitigation; the knowledge of 
young people about cybersecurity, concluding that 
schoolchildren between 12 and 14 years old were interested in 
the technical topic of cybersecurity in which different attacks are 
described; survey applied to 106 legal professionals from 19 
countries that explore four thematic areas referring to human 
capital, social capital, knowledge and technology transfer, 
present evidence that threats to cybersecurity, inadequate and 
limited IT training, Excessive paperwork and lack of efficient 
teamwork, collaboration, and communication are key challenges 
to innovation adoption; in the United Kingdom, three articles 
were found, Trim and Lee  [37]; Nicholson et al [38]; 
Michalakopoulou et al [39]. 

In the Netherlands, three articles, the first by Van Steen et al 
[40], analyzed 17 cybersecurity awareness campaigns to 
measure their effectiveness; Barth et al [41]interviewed 20 
privacy and cybersecurity experts about their views on online 
privacy concerning mobile applications; despite the technical 
knowledge they resembled that of non-professional users; 
Witsenboer et al [42], explores the extent to which Dutch 
students develop cyber-safe behavior in primary and secondary 
school, this being scarce and recommending its implementation 
as soon as the student has contact with an online computer. 

In the Czech Republic, three articles were found, Svabensky 
et al[43] through a systematic review of the literature of the main 
conferences in computing education, found technical topics 
about programming, teaching approaches, and the impact on 
communities; only 31% of these provide a replicable result for 
other educators and researchers; Švábenský, et al[44]propose 
shell -based graphical models to visually evaluate the progress 
of university students, concluding on the effectiveness of these 
models during classes; Švábenský and Vykopal  et al[45] studies 
a data set of 18 cybersecurity training sessions, revealing their 
typical behavior, errors, solution strategies, and difficult training 
stages; concluding that these are adequate means for students to 
find solution approaches and grouping them according to their 
behavioral patterns. 

In Slovenia, two articles were found in Jerman and Jerman 
[26]  elaborate analysis of the state of cybersecurity skills and 
knowledge in European secondary school students, establishing 
the most important topics that should be introduced in the 
educational program; Jerman [46]  identified that the answers to 
the cybersecurity skills gap can be found in the enrichment of 
HEI study plans with new content from less covered areas of 
knowledge, such as the organizational or human aspects of 
cybersecurity, and with better use of cybersecurity. 

In Finland, Kyytsönen et al [47] describe the self-assessed 
information security skills of the Finnish population and the 
factors associated with it, concluding that the population shows 
a positive association between Internet skills and information 
security skills. information, people between 20 and 54 years old 
felt more confident about their abilities compared to people over 
54 years old. 

In Norway, Bromander et al [48], found that although 
sharing information on threat intelligence is crucial, 
classification and trust, unclear use of terminology, and great 
flexibility within STIX hinder development in the field of CTI. 

In Belgium, De Kimpe et al [49], include perceived 
knowledge and trust on the Internet, concluding that the 
tendency of Internet users is often too optimistic, which could 
cause them to be vulnerable online. 

In Austria, Klimburg-Witjes and Wentland [50] concludes 
that responsibility for cybersecurity is individualized through 
three different lines of argument, "the outsider employee," "code 
and social speaking," and "correcting human failures." 

In Asia, five articles were found, by Jordan, Khader et al [51] 
propose a Cybersecurity Awareness Framework for Academia 
(CAFA), concluding that the CAFA presented in this work can 
serve as a starting point for academic institutions to establish 
new policies and procedures or modify existing ones. In Saudi 
Arabia, Alharbi and Tassaddiq [52]investigated and evaluated 
the level of cybersecurity awareness and user compliance among 
university students at Majmaah University using a scientific 
questionnaire based on several factors; They recommended that 
said university should promote the most common cybersecurity 
factors such as vulnerabilities and attacks and incidents to its 
students, as well as training and awareness programs. In 
Kyrgyzstan, Erendor and Yildirim [53],present the extent to 
which students at the Kyrgyz-Turkish University of Manas 
know about cybersecurity in the distance education process, 
finding that most students did not have sufficient knowledge 
about Internet use and cyber threats. In Thailand, Daengsi et al 
[53], focused on the cybersecurity awareness of approximately 
20,000 employees nationwide at a large financial institution in 
Thai territory through phishing attacks, finding that the 
cybersecurity awareness of Thai employees of this organization 
It was “very good” security for Internet use. In Macau, Hong et 
al [54], proposed an extended knowledge-attitude-behavior 
(KAB) model, which postulates that the influence of the 
educational level of society, in general, is a moderator of the 
relationship between knowledge and attitude, finding that The 
study is one of the first attempts to compare active college 
students and graduates to examine the cognitive and behavioral 
changes of well-educated people; contributing to the 
methodology, theorization, and practice of the aforementioned 
model. 

In America, four articles were found, all of them from the 
United States, Sleeman et al [55], showed how to apply dynamic 
topic models to a set of cybersecurity documents to understand 
how the concepts found in them change extracted from 
Wikipedia, finding that the proposed approach uses an ontology 
to extract phrases that can improve readability about topics in 
cybersecurity. Sample et al [56] examine two higher education 
institutions with programs that offer interdisciplinary courses 
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that can more effectively address threat analysis and IoT in both 
programs have maintained the traditional cybersecurity courses 
that can be found in most universities, and both noted the need 
for fundamental skills. Jawad and Tout [57], this article suggests 
gamifying computer science subjects to improve the learning 
experience of Generation Z through classes, finding that the 
students who attended responded positively to this type of 
learning through games. Lasisi et al [58] , investigate the AI 
courses and/or topics needed to improve cybersecurity education 
to prepare future AI-enabled cybersecurity leaders. 

In Africa, an article was found where Garba et al [59] 
identified the level of awareness about the cybersecurity of 
students in the northeast of Nigeria, finding that the students 
surveyed have shown a high level of awareness about 
cybersecurity in some elements, including Internet banking, 
while other elements such as cyber bullying, self-protection, and 
Internet addiction are moderate. 

In Oceania, an article was found from Australia where Akter et 
al [60], the study results show that personnel (knowledge, 
attitude, and learning), management (training, culture, and 
strategic orientation), and infrastructure capabilities (technology 
and data governance) are thematic dimensions to address 
cybersecurity awareness challenges. 

TABLE III.  SOURCES OF KNOWLEDGE, ISSUES AND VULNERABLE 

POPULATION 

 N 
Author(s) 

Source of 

knowledge 
Topics  Population 

1  Witsenboer 

et al  
Internet  Cybersecurity 

Basic Education 

Students 

2  Kyytsönen et 
al  

Surveys    Healthcare Users 

3  

Daengsi et al  

There are no 

sources on 

knowledge in CS 

   Population 

4  Jerman and 
Jerman  

   Cybersecurity Skills 
Basic Education 

Students 

5  

Jerman  

There are no 

sources on 

knowledge in CS 

Cybersecurity Population 

6  
Barth et al     

Privacy & Online 

Behaviors 
   

7  Bromander 

et al  
   

Evidence-based 

knowledge 
   

8  

Garba et al  
Courses & 

Seminars 

There is a lack of 
protocols to detect and 

manage online risks when 

they occur. 

Basic Education 

Students 

9  
 

Michalakopo

ulou et al  

   

Roles of human-social 

capital and transfer of 

knowledge and 
technology. 

Industry 

10  

Hong et al  
Practical/Work 
Experiences 

Social Education in 

Cybersecurity Awareness 

and Behavior 

College Students 

11  
Lasisi et al  

Practical/Work 

Experiences 

Frontier in AI-enabled 
cybersecurity education 

and resources 

Academic 

Community 

12  Erendor y 
Yildirim  

Practical/Work 
Experiences 

Cybersecurity Awareness 
Online Education 

Basic Education 
Students 

13  
De Kimpe et 

al  
Internet 

Perceived Knowledge, 

Internet Trust, and 

Protection 

Population  

14  
Jawad y 

Tout  

Courses and 

Seminars 

Gamification in the 

teaching of computer 
science topics 

Academic 

Community 

15  
Nicholson et 

al  

Practical/Work 

Experiences 

Young people's 

experiences in 
cybersecurity 

Basic Education 

Students 

16  

Trim y Lee  
Practical/Work 

Experiences 

Global cybersecurity 

model based on the 

resilient partnership 
agreement 

Population  

17  Alharbi y 

Tassaddiq  

Courses and 

Seminars 

Cybersecurity Awareness 

Assessment 
College Students 

18  

van Steen et 

al  
   

Code intervention 

materials according to the 
Behavior Change Wheel 

and the Taxonomy of 

Behavior Change 
Techniques. 

Population 

19  

Sample et al  
Courses and 

Seminars 

Relationship between 
basic cyber hygiene, 

cybersecurity, and data 

science to integrate 
disciplines. 

Adult population 

and non-

traditional 

learners 

20  

Švábenský et 
al  

Courses and 
Seminars 

Cyber Security Using 

Data Mining and Machine 

Learning Techniques 

Population 

21  
Švábenský, 
Weiss, et al  

Courses and 
Seminars 

Evaluation of the 

teaching-learning process 

on cybersecurity 

Instructors 

22  Klimburg-

Witjes & 

Wentland  

Courses and 
Seminars 

Basic knowledge of 
Cybersecurity 

Public and 

private 

employees 

23  
Khader et al  

Courses and 

Seminars 

Cyber Security in the 

University Curriculum 
College Students 

24  
Akter et al    

Cybersecurity in the Data-

Driven Digital Economy 
Population 

25  Sleeman et 
al  

  Cybersecurity Threats 
Academic 
Community 

26 Svabensky et 
al 

Courses and 
Seminars 

Educación en 
ciberseguridad  

Academic 
Community 

IV. DISCUSSION 

The presented analysis highlights the importance of 
evaluating countries' progress in cybersecurity, as well as the 
level of awareness about this issue among the population. By 
examining the implemented policies and programs, a variety of 
approaches and measures adopted by different nations to address 
cyber threats are observed. 

A. Cybersecurity policies and programs 

They were identified, which underlie the results in this study, 
legal measures, and organizational measures, each analyzed 
about the detected countries. 

Countries like the United Kingdom demonstrate significant 
commitment to creating and continuously improving 
cybersecurity policies, emphasizing their leadership in legal and 
organizational aspects. This strong legal and structural 
foundation contributes to a trusted cyberspace environment and 
enables an effective response to international cybersecurity 
recommendations. So, there is a cyberspace of trust since it 
responds to the recommendations made by the BDT 
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Management Consultative Group and the Budapest Convention 
[61]. 

On the other hand, countries like Norway and the United 
Arab Emirates are showing similar commitments to 
cybersecurity, albeit with slightly different focuses. While 
Norway is focused on implementing basic cybersecurity 
capabilities and analyzing sectoral policies, the United Arab 
Emirates prioritizes legal measures and shows great potential for 
growth in organizational measures. 

The Russian Federation occupies the Top 5 in the ICG global 
classification and 1st place in the classification of the countries 
that make up the CIS region, obtaining 20 in terms of legal 
measures and 18.98 in organizational measures, being its highest 
score. low among the five pillars, which is reflected in the results 
of this systematic review. 

Poland is in 30th place in the global classification of the IGC, 
and in 18th place in the Europe region with a score of 19.35 on 
legal measures and 14.74 on organizational measures, this pillar 
being its lowest score.; However, the country is making progress 
concerning the pillar of organizational measures. 

Germany is in 13th place in the global classification, and in 
7th place in the European regional classification, with a score of 
20 in legal measures and 18.98 in organizational measures. In 
this regard, the article responds to both pillars since They intend 
to introduce legal aspects to the financial sector. 

The United Arab Emirates is in the Top 5 of the ICG, and in 
second place in the regional classification of the Arab States 
with a maximum score of 20 in legal measures and 18.98 in 
organizational measures, being an area of possible growth. In 
this regard, the article found responds to an international search 
for the best cybersecurity plans for education and knowledge in 
the year 2022. 

B. Training programs 

Regarding training programs, it is encouraging to see how 
countries like the United Kingdom, Spain, and Saudi Arabia are 
investing in educating their populations about cybersecurity. 
These ongoing efforts reflect an understanding of the 
importance of training and awareness in combating cyber 
threats. 

The United Kingdom is in a constant search to create 
cybersecurity programs for its university students, with three 
articles in chronological order from 2020, 2021 and 2022, either 
with courses for university students, as well as training modules, 
that agree with the 2020 Global Cybersecurity Index (IGC) since 
in this criterion it was determined that Northern Ireland and the 
United Kingdom, for the year 2020, obtained the highest 
classification in this area (according to our study, since 2020, no 
articles on this particular topic by Northern Ireland); However, 
the United Kingdom is the number one country on the European 
continent, and the second according to the international 
classification of the 2020 Global Cybersecurity Index, which is 
constantly working to ensure that its nation fights against 
network vulnerabilities. 

Spain appears in the Top three in the IGC, and in fourth place 
internationally, with a maximum score of 20 for the capacity 
development pillar, the article dated 2022 would respond to the 

continuity in its efforts to teach its population about 
cybersecurity. 

Of the Arab States, Saudi Arabia tops the list, finding itself 
in the number one position in its region and the Top two in the 
global ranking of the IGC, about the two articles found in the 
year 2022, would affirm its continuous work in the time 
regarding this pillar since the classification obtained was 20, 
considered an area of relative strength. 

Portugal is ranked 8th in the European regional 
classification, but, after the evaluation of compliance with the 
five pillars, it obtained the lowest grade regarding capacity 
development with 18.34, being an area of possible growth, note 
that it could improve since the article found is from 2021. 

Slovenia appears in 34th place in the regional classification 
of Europe, regarding capacity development it obtained a grade 
of 17.50, a grade that could improve in the next edition of the 
IGC, since the two articles found are dated 2021 and 2022 the 
same would happen. with the Czech Republic being in 35th 
place in the regional classification of Europe, consequently, the 
grade obtained in this pillar, being the lowest in its evaluation, 
obtained a 9.14 according to IGC. The two articles found are 
dated from 2021 and 2022. 

In America, the United States is the only one that is among 
the results with three articles from the years 2020, 2021, and 
2022, ranking in the Top one in the regional and world 
classification of the IGC, obtaining a perfect score in all the 
pillars analyzed. 

In Africa, Ghana is in the Top 3 of the IGC classification, in 
the present search an article from 2020 was found. However, the 
score obtained is 15.44, the lowest compared to the other pillars, 
it is important to highlight the need to continue moving forward 
over time. South Africa appears in eighth place in the ICG 
classification, but they did not respond to the questionnaire sent 
by the IUT, so the data was obtained by an ICG team, 
consequently, it is not possible to affirm that the information on 
the international standards described. they obtained a grade of 
15.37; Only one article was found for this country from the year 
2021. 

C. Sources of knowledge, topics, and vulnerable Populations 

in cybersecurity policies 

Of the pillars established by the IGC, in relation to technical 
and cooperation measures, it has been found that Europe has 
very good results for the protection of children online, since 89% 
of countries apply laws related to this point, Of the 26 articles 
found, 15 are European, three of them belong to the Top 2 of the 
General Index in Cybersecurity, United Kingdom, where the 
two pillars can be located, using workshops for the protection of 
online children as well as the establishment of national programs 
and national strategies in cybersecurity. 

The Netherlands appears in 16th place in the global 
classification of the IGC, however, this country was not able to 
respond to the survey sent, which could have changed its 
position in the table, since it has three articles in this review that 
reflect the pillars corresponding technicians and cooperatives in 
the development of cybersecurity measures in their country. 
Czech Republic, also with three articles, related to cybersecurity 
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awareness, one of them was concerned with analyzing 
campaigns, another with measuring what experts say and the last 
one with knowing what students know, each one collaborated in 
reinforce the two aforementioned pillars, according to the global 
classification of this country in the ICG it is in position 68 and 
the European region 35, being one of the mentioned articles 
from the year 2020, and two from 2022, it can be said that they 
have been working to improve their situation concerning the 
technical and cooperative pillars, which would have favorable 
consequences in their future position in the next Global 
Cybersecurity Index. In Slovenia, the aim is also to find out from 
the aforementioned pillars whether the programs used in their 
country are useful when verifying what European students have 
learned, whether in secondary school or other educational 
establishments, therefore, in the global score made by each pillar 
the technical measures they obtained was the lowest score with 
11.38 and 12.11 in cooperative measures, over the other pillars 
evaluated, which would make sense with the publications found 
in the year 2022, seeking a positively different classification for 
the next evaluation. Finland, which is in 22nd place in the ICG 
global ranking, and 14th in the regional ranking, is concerned 
about the population's knowledge of their Internet and computer 
skills and must worry a little more about establishing 
organizational measures., such as security agencies, therefore, is 
an area of possible growth having obtained a low score of 14.33. 
In Norway, much emphasis is placed on the technical means that 
must intervene so that cybersecurity in their country can 
develop, since the article uses a model that, through a structure, 
for the benefit of computer science professions. 

Belgium occupies 19th place in the global cybersecurity 
ranking and 12th in the European region. The article found the 
response to the user's knowledge of the Internet, which would 
keep the capacity development pillar relevant. However, the 
highest score for this country is in the organizational measures, 
with 16.25, although no articles have been found that raise this 
pillar, we trust that they have planned to continue working on 
this for the next Global Cybersecurity index [61]. 

Austria occupies 29th place in the GCI, and 17th in the 
regional classification, with a low score regarding the pillar of 
cooperative measures at 17.70; The article found responses to 
discursive frameworks that can contribute to the rhetoric of 
cybersecurity. 

Jordan is ranked 71st in the global cybersecurity ranking and 
10th in the regional classification of Arab states, with its lowest 
score in technical measures at 10.74 points; The article seeks 
(like Austria) a legal framework for cybersecurity (specifically 
for its awareness) responding to the pillar of legal measures, but 
not, about technical measures. 

Saudi Arabia obtained its only low score in the pillar of 
technical measures with 19.54. In this regard, the article 
investigates and evaluates what tools are scarce among 
university students to start improving in cybersecurity. 

Kyrgyzstan is ranked 92nd in the IGC global ranking, and 
7th in the CIS region; The article responds to the need to know 
the level of capacity development (in which it obtained a score 
of 1.87) of university education in said country, unfortunately, 
this would only be an answer about the other four pillars in 
which this The country has not correctly developed measures to 

contribute to cybersecurity, since, out of 100 as the maximum 
score, its score is 49.64. 

Thailand is ranked 44th in the IGC global ranking, and 9th 
in the Asia-Pacific regional ranking; The article responds to the 
same thing as indicated by its peers, knowing the degree of 
awareness in cybersecurity, by the development of capabilities 
of its country and the pillars under analysis, however, the low 
mark was obtained in the pillar of technical measures. 

The United States is number one in the global and regional 
classification of the ICG, so it is expected to find four articles 
that simultaneously respond to the five pillars previously stated, 
even in chronological years, from 2020 to 2022., having in 
common the application of thematic models to learn about 
cybersecurity, as well as the study of programs, subjects, and 
courses on the same topic. 

Nigeria is in 47th place in the ICG global classification and 
4th place in the regional results for African countries. The article 
responds precisely to the pillar in which they obtained a low 
score of 12.21, capacity development. 

Australia is ranked 12th in the ICG global ranking, and 5th 
in the Asia-Pacific regional ranking; The identified article seeks 
to learn about the types of cybersecurity awareness, thus 
reinforcing the capacity development pillar in which they 
obtained a score of 20; However, it has been an opportunity for 
improvement in the organizational measures with a score of 
18.98. 

D. Final aspects of the discussion 

There are many significant articles regarding America 
(United States) and Europe (United Kingdom), in which 
previous national plans are developed regarding infrastructure, 
programs, participation, and minimum standards for 
cybersecurity. For its part, the Inter-American Development 
Bank (2020)[10] issued the report Cybersecurity 2020 [61]: 
risks, advances, and the way forward in Latin America and the 
Caribbean, in which they developed the Cybersecurity Capacity 
Maturity Model for Nations ( CMM, for its acronym in English); 
defining five dimensions such as (i) cybersecurity policies and 
strategies, ( ii ) Cyberculture and society, ( iii ) Cybersecurity 
education, training, and skills, ( iv ) legal and regulatory 
frameworks and (v) standards, organizations and technologies. 
They even attach a report for each country, which identifies the 
progress of the proposed indicators, until 2020. Unfortunately, 
in this review, no article on the object of study has been 
identified, that would even respond to the indicated report itself, 
well, The work carried out by the countries that make up Latin 
America and the Caribbean is low, and although it is recognized 
that some of these already have national cybersecurity strategies, 
research results in this regard have not yet been published, 
despite that the report has existed since 2020. 

V. CONCLUSIONS 

Cybersecurity has emerged as a global concern that 
transcends the development status of countries, with national 
authorities worldwide recognizing its significance. Efforts to 
assess the level of cybersecurity knowledge among populations 
indicate a shared commitment to capacity development. 
However, cyberattacks persist as a threat beyond individual 
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users' protection skills, prompting intensive research on 
cybersecurity policies, particularly in countries like the United 
Kingdom and the United States 

Various sources of knowledge, including courses, seminars, 
Internet access, and work experiences, address essential topics 
such as cybersecurity skills, privacy, and online behavior. 
Nevertheless, the scarcity of technical measures, as reflected in 
low scores on the Global Cybersecurity Index, highlights the 
need for further investigation into countries with unfavorable 
rankings. 

While vulnerable populations, such as basic education 
students, require attention, the lack of training programs tailored 
to this demographic underscores an area for future exploration. 
Establishing global policies and regulatory frameworks for 
centralized cybersecurity risk management is crucial to mitigate 
cyber threats. This includes comprehensive training programs 
encompassing students, professionals, and the public, offering 
modules that equip them with the knowledge and skills to 
identify and respond to potential threats. 

The cooperation of 193 surveyed countries has been 
instrumental in advancing cybersecurity efforts, yet greater 
initiative is expected, particularly from Latin American nations, 
where a lack of publications on cybersecurity themes and pillars 
was observed despite their inclusion in the Global Cybersecurity 
Index. 

In summary, while significant progress is observed in the 
implementation of cybersecurity policies and programs 
worldwide, there are still challenges to overcome and areas 
where additional improvements can be made. The analysis 
provides valuable insight into the current state of cybersecurity 
at the international level and underscores the importance of 
continued work in this critical area to ensure data protection and 
online security for all. 
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