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Abstract 

Wireless network survivability is an issue of great concern to current telecommunication industry. Since loss of service in wireless network, for example cellular system, due to disaster and catastrophic failures could be devastating and result in significant revenue or even lives loss. This becomes apparent during the terrorist attacks against the World Trade Center and the Pentagon on September 11, 2001. Those disasters have shown the applicability and usefulness of cellular system in providing emergency telecommunication for people having operational responsibilities at disaster sites. However, providing such service could be very expensive or impossible due to heavy traffic placed upon surviving cellular communication systems in the after effects of disaster. Thus, reducing wireless network protection and recover costs while maintaining an acceptable level of survivability has become an important challenge for network planners and engineers.

This article will review technology and architectures that may be used to implement cost-effective survivable wireless network for emergency and public communication, and discuss the interworking system between survivability mechanisms and associated open issues. Standards development and the current status of deployment will also be reviewed.
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1. 1. Introduction 
"Wireless" means transmitting signals over invisible radio waves instead of wires. Garage door openers and television remote controls were the first wireless devices to become a part of everyday life. Now the cordless keyboard and mouse, PDAs, and digital and cellular phones are commonplace.
Wireless technologies are used for things as simple as making a phone call or as complex as letting the sales force get information from an SAP application.
For businesses, wireless technologies mean new ways to stay in touch with customers, suppliers and employees. The future of wireless lies in faster, more reliable methods of transferring data and, to a lesser extent, increased use of voice commands and audio improvements.
Wireless data is predominately transferred over two kinds of networks: wide area networks (WANs) and local area networks (LANs). These networks are similar to their wired counterparts—they just use radio waves instead of copper or fiber.
WANs can cover areas as large as several countries. AT&T Wireless, Cingular Wireless, Sprint PCS and Verizon and are among the carriers that use wireless WANs.
Wireless LANs, already popular in airports and hotels, are often used to replace or enhance wired LANs. They can cover a range of 500 feet indoors and up to 1,000 feet outdoors. They may service a smaller area than their WAN cousins, but LANs can transfer data much faster, at speeds up to 11Mbps. Wireless LANs are used primarily for data; they do not usually support voice traffic.
Wireless telecommunication has grown significantly since its inception in the early 1980s. Wireless subscribers presently enjoy the availability of seamless, economical wireless access throughout the world. Commercial wireless services, particularly cellular and personal communications service (PCS), are becoming more prevalent in protecting lives and responding to emergencies. As result, wireless users have become more dependent on wireless communications, and more insistent on features that provide value added functionality to their basic service.
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Figure 1: Wireless Access Network Architecture 
2. Objectives 
One essential aspect of reliable coomunication services is network surviability. Survivability consists not only of robustness against failure occuring due to nature faults, accidents, and inintentional operational errors or misconfigurations, but also failure that are induced by malicious adversaries, particularly in the context of military networks. Mobile wireless network provides ubiquitous computing and untethered access to the Internet, but significantly challenge survivablity, both because users are mobile and because the communication channels are accessible to anybody.

This paper is a survey of the issues, challenges, and proposed research directions in survivable mobile wireless networks. The rest of this paper is organized as following: Section 3 introduces and defines survivable networking and its aspects. Section 4 outline major thrusts in achieving survivability including establishing and maintaining network connectivity for survivability, a challenging mobile wireless communication enviroment and adaptive networking, satellite technologies that can enhance survivablity. Section 5 summarizes the paper.
3. Scope of Work 
Traditional security research is mainly focused on the detection and prevention of intrusions and attacks rather than on continued correct operation while under attack. Fault tolerance is usually concerned with redundancy that is required to detect and correct up to a given number of naturally occurring faults. Nature is not malicious, and conventional failure model make significant assumptions, in particular, assuming faults to be independent and random. The presence of intelligent adversarial attacks can significantly challenge these conventional models. Software and protocol vulnerability often become more important considerations in the presence of an adversary.

There are number of definitions of survivability. The one we use here is from the Software Engineering Institute, which emphasizes timelines, survivability under attacks and failures, and that detection of attack is a vital capability [Ellison et al., 1997]:

Survivability is the capability of a system to fulfill its mission in a timely manner, even in the presence of attacks or failures. Survivability goes beyond security and failure tolerance to focus on delivery of essential services, even when system are penetrated or experience failures, and rapid recovery of full services when conditions improve. Unlike traditional security measures that require central control and administration, survivability address highly distributed, unbounded network environments that lack central control and unified security policies. The focus of survivability is on delivery of essential services and preservation of essential assets. Essential services and assets are those system capabilities that are critical to fulfill mission objectives. Survivability depends on three key capabilities: resistance, recognition and recovery. Resistance is the capability of a system to repel attacks. Recognition is the capability to detect attacks as they occur and to evaluate the extent of damage and compromise. Recovery, a hall mark of survivability, is the capability to maintain essential services and assets during attack, limit the extent of damage, and restore full services following attack.

[Ellison et al., 1997] also extend this definition to require that survivable system can quickly incorporate lessons learned from failures, evolve, and adapt to emerging threats, which can be called survivability feature refinement.

There are two distinct aspects of survivability that apply at all network layers:

Information access requirement: User must have access to the information or service required to finish the task in the presence of failure or attack.

End-to-End communication requirement: On the other hand, interactive application, inter-personal communications such as voice calls, or dynamically generated information such as current sensor data all require true end-to-end connectivity. When the existing sessions does not survive, the users have to create new sessions to reach the intended communication end-point in the presence of failure or attacks. This needs the communication end-point to survive and that the adversary must not be able to permanently partition the network. It must not be able to permanently disable access to require service such as authentication, naming, resource discovery or routing.

Military network survivability imposes following aspects: Transmission Security (TRANSEC), the protection of wireless communication at physical, medium access and data link layers; Communication Security (COMSEC); Authorization and Access Control; Network Infrastructure Protection, the protection of routing and network management infrastructure against both passive and active attacks; Robustness; Efficiency, efficiency in use of electrical and computing power, silicon real estate and communication bandwidth.

Cellular telephone network survivability concentrates primarily on infrastructure survivability and does not consider adversarial attacks. Architectural improvements applicable to cellular telephone include the use of redundant network (e.g. SONET rings), multimode handsets, and overlay networks to improve survivability [Snow et al., 2000].   End-to-end reliability and survivability issues will be increasing important in future cellular telephone networks. 
Table 1: Typical failure scenarios at each layer for cellular telephone network
	Layer
	Failure Scenario
	Potential Impact
	Possible Metrics

	Access
	Loss of BS
	Partial/full service loss in cell

Increased traffic in cells adjacent to failure
	Call blocking probability, 

forced call termination probability,

	Transport
	Loss of BSC-MSC link
	Partial/full service loss in a cluster of cells

Increased traffic in cells adjacent to failure
	Call blocking probability

Forced call termination probability

Call setup /release delay

Paging/location update/registration delay

	Intelligent
	Loss of VLR
	Loss of roaming service in a MSC coverage area
	Lost user load (Erlangs) information accuracy prob.


Ad Hoc wireless network has just limited or no reliance on infrastructure, so the focus on infrastructure survivability is not appropriate for ad hoc network. Due to the wireless communication environment, rapid attenuation with distance, multi-path fading, weather effects, et al all can lower the efficiency of the communication. Furthermore, wireless network gives more opportunities to be eavesdropped or jammed from attacker than wire network. For ad hoc network, techniques for providing data confidentiality, integrity, and authentication are necessary, but not sufficient, against denial of service attacks in the wireless context. Furthermore, in mobile ad hoc networks, access to a key infrastructure can not be guaranteed, which makes security challenge as the biggest issue for ad hoc network survivability.
3. Methodologies 
In this section we introduce survivable connectivity, survivable communication and other survivability technologies include adaptive network and satellite communication.

3.1 Survivable Connectivity 

Survivable connectivity trys to establish and maintain a connected network, whenever prarical. Challenging this goal is the desire to remain stealthy.A network must be configured into a set of nodes that have network layer connectivity with each other before it csn be used. Regarding infrasructure, Mobile IP depends heavily on available pre-configured infrastructure and ad hoc assumes that all nodes run a common routing protocol and that no infrastructure is present. Most work on self-configuration in heterogeneous network focuses on naming and service discovery issues. Self-configuration of wired network is usually limited to host autoconfiguration based on DHCP, Zeroconf [IETF], or based on pre-existing unique identifiers as with IPv6. Secure auto-configuration of wireless network remains a hard problem. No satisfactory approaches are known beyond using a single shared secret or gossip-based probability protocols. Most current ad hoc networks do not have support for anonymous nodes. It is impossible to deterministically assign globally unique Ids in an anonymous network. Some approachs, such as amorphous computing, address anonymous networks.For example, the Clubs algorithm specifically looks at very dense wireless networks [Nagpal et al., 1997]. 

Survavibility is enhanced when the network is stealthy to potential adversaries. This stealth, however makes it more difficult for legitimate coomunications; in general lower transmission power reduces the probability of detection to both adversary and legitimate node.

Reduing transmission power has serious sequences in term of topological connectivity survivability which is the ability of a network to be connected. Lower power means short transmision range. In ad hoc network, transmit power must be adaptively adjust while adhering certain connectivity constraints. To do this, the network needs to minimize the maximum (or avarage) power used by nodes.

Finally energy management involves the ability of nodes to transfer roles or tasks when suspected of being under attack or conserve battery for critical task, which can enhance the survavibility against denial-of-service attack.

3.2 Survivable Communication 

When the situation is so challenging that it is not possible to continuously keep nodes connected with each other, we should expect asymmetric links, weak connectivitym episodic connectivitym and dynamic topologies to be common occurrences during which communication must proceed. 

Ad hoc network requires the use of highly asymmteric and sometimes unidirectional links. In the case of an asymetric end user, the routing protocol must support disjoint unidirectional paths and network layer signaling must not require a back channel. It is necessary to maintain end-to-end sessions even the link shot down in one direction. Some work has been done to enhance transport protocol for aysmetric channels [Balakrishman et al., 1997]. 

Current routing protocol requires a route exist from source to destination before communication is established. The eventual connectivity model relaxes the traditional assimptions so that communication can proceed along partial segments of paths between communication nodes. The notion of eventual connectivity follows that there is no need to establish a completed physical path from source to destination in time to ensure delivery of information [Vishkin 1983]. [Afek et al., 1997] has propsed algorithm in this context.

Furthermore, survivable mobile nodes must support multiple routing approaches at the same time [Sterbenz et al. 2001]. For example, they should use table-driven approach within a cluster and on-demand inter-cluster protocol. End-to-end communication protocols must not depend on a single path [Finn 1979]. The early detection and location of arbitrary communication failures including those due to the presence of malicious processors is vital to network survivability [Herzberg et al., 2000]. A number of recent works consider the use of multi-path routing to improve survivability under mobility and failure [Raju et al., 1999]. The combination of those technologies with eventual connectivity model has the best chance to improve survivability significantly. 

3.2 Adapive Network and Satellites 

Active networking technology [Tennenhouse 1997, Calvert 1998] provides a basis for dynamic deployment of protocol mechanisms and adaptation to traffic in the context of the wired internet, and has been the subject of considerable research. The application of this technology to mobile wireless networking allows the dynamic selection of not only MAC and network layer parameters, but also the ability to dynamically provision and negotiate algorithm and select entire protocols based on application requriement and the communication enviroment [Platter et al., 2002]. This means it is not needed to standardize and decide on the entire range of protocols and algorithm, and to burn them into nodes before they are distributed. Only a framework for node discovery and protocol negotiation need to be pre-determined. 

Satellites and UAVs (unpiloted aerial vehicles) can serve as an important role in mitigating the effects of weakly connected channels and node mobility. It is just a suitable technology to enhance the survavibility in the presence of failure or attack. More work can be found in [Partridge et al., 1997]. 

4. Conclusions 
Survivability requires more than conventional reliability and fault tolerance. Lots of research has been done to maintain connectivity in emergent situation or keep communication when continuous connectivity is impossible due to weakly connection, fading or other effects. Routing is also a key issue for survivability. Proposed eventual connectivity makes the communication possible under some situation where it is not possible currently. Adaptive network and satellites (UAVs) can enhance survivability by free selection of network parameters and convenience to establish connection. 
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