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Abstract– Penetration testing has become an important topic for 

modern cybersecurity environments. The widespread availability of 

virtual servers and appliances has made it possible to conduct some 

types of penetration testing in a virtual environment.  This paper 

investigates the creation of a virtual penetration testing 

environment using Kali Linux, and compares its performance with 

a traditional physical testing environment. We also investigate the 

creation of a virtual network with five different operating systems 

to perform penetration testing, and compare which operating 

system is more secure. Tools such as Armitage are used to perform 

all exploits, Zenmap to access attacking information and Johnny  

to crack user passwords. 
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I.  INTRODUCTION 

Server virtualization has become an essential element of 

many enterprise and cloud computing data centers [1-3].  

Guest virtual machines (VMs) replicate the physical aspects of 

a host server, and are managed from the VM hypervisors.  

Hypervisors are commonly used to test the efficiency of new 

programs and operating systems without harming the host 

server. Well known hypervisors include VMWare, KVM, Red 

Hat Enterprise Virtualization, Citrix XenServer, and Microsoft 

Windows Server [4].  These virtual environments represent a 

new way to perform penetration testing and evaluate the 

security of a given hypervisor or operating system. After 

creating different virtual machines, tools already available in 

Kali Linux can simultaneously attack the different virtual 

machines. The results can show the level of difficulty in 

penetrating a given operating system.  In this paper, we 

compare the behavior of several different operating systems 

when subjected to penetration test tools available in Kali 

Linux. We also compare the behavior of physical and virtual 

machines used for penetration testing applications 

 
Our testing uses VMware Workstation, which is among 

the most popular type 2 hypervisors. A type 1 hypervisor has 

direct access to the physical hardware while a type 2 

hypervisor loads inside an operating system like an application 

(see Fig. 1). VMware  runs a similar hypervisor which is free 

for non-commercial use, called VMware Player, which lacks 

some of the capabilities of VMware Workstation  [5-7]. 

VMware Workstation requires a 64 bit CPU to work, although 

it allows the creation of both 32 and 64 bit guest machines. 

With VMware Workstation, virtual machines can be created 

with 16 virtual processors. It has an 8TByte virtual disk, 

allowing each virtual machine to have 64 GBytes of memory. 

The virtual machines support USB, Bluetooth, SCSI, SATA 

and IDE disk controllers.  

 

 
Fig. 1 - Type 1 and Type 2 Hypervisor 

 

The physical environment we created consists of two 

Windows 7 OS machines (with and without Antivirus 

software), Ubuntu, Windows 8 and Kali Linux. Ubuntu was 

tested with and without firewall security. The following table 

shows the IPv4 addresses for each of the physical machines 

used: 

 

Operating System IP Address 

Kali Linux 192.168.1.5 

Windows 7 (no antivirus) 192.168.1.8 

Windows 7 (with Antivirus) 192.168.1.2 

Windows 8 192.168.1.9 

Ubuntu 192.168.1.6 

Mac OS 192.168.1.4 

Table 1 – Physical environment machines’ IP address 
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II. CREATING A VIRTUAL ENVIRONMENT 

 The first step in creating a virtual environment is the 

creation of guest VMs. An ISO image of the operating system 

is required. From there, selecting File > New Virtual Machine 

leads the user to a virtual machine wizard. Within the virtual 

machine wizard the ISO file‘s location is selected. Workstation 

recognizes the type of operating system once the ISO image is 

mounted. From there the user name and password of the guest 

machine can be set as well as the amount of RAM and hard 

disk space [8]. Another benefit of hypervisors is that they 

indicate how much RAM and hard disk space is recommended 

for the virtual machine to run efficiently. For Linux based 

machines the recommended value is 20 GBytes. For Windows 

based machines, the recommended value is 60 GBytes, 

although Workstation will run reasonably well with as little as 

30 GBytes if there are a small number of programs to be 

installed.   

 

After the virtual machine creation is complete, an 

operating system must be installed. The five operating systems 

used for this work were Windows 7, Windows 8, Ubuntu 

14.04, CentOS and Kali Linux 1.0.6. All operating systems we 

created were 64 bit. A virtual network must be created between 

the VMs, even if only a simple point-to-point connection is 

required. The VMs must be provisioned as if they were bare 

metal systems; IP addresses and default gateways as well as 

other settings either have to be configured or retrieved from a 

configuration file. The simplest way to connect the virtual 

machines in a network is to use configuration information from 

the host machine to create its own network. In order to do so, 

the user has to right-click on the virtual machine and go to 

settings. The settings menu will open hardware settings as 

shown in the screenshot of Fig. 2.  The network adapter has to 

be selected. Within Network Adapter there are five types of 

connections that can be made: Bridges, NAT, Host-only, 

Custom and LAN segment[8]. With a Bridged connection, the 

virtual machine uses the settings of the actual physical 

network. NAT shares the hosts IP address. Host-only 

connection only creates one link between the virtual machine 

and the host. A custom connection can be used to create a 

virtual network, however, there wouldn’t be any settings 

configured. LAN segment is similar to the custom connection 

where a local area network is created and all of the virtual 

machines are connected to that segment.  The preferred setting 

is the automatic “Bridged” connection and each virtual 

machine’s Network Adapter has to be set to Bridged. When 

this setting is selected for each virtual machine, they are 

individually assigned IP addresses in the same network. They 

are also assigned proper default gateways. Creating the Virtual 

Network relies on this setting within the Network Adapter [8].  

 

Fig. 2 – Hardware settings menu 

 

In order to test the connection between the different virtual 

machines, “ipconfig” needs to be used for Windows 7 and 8 to 

determine the IP addresses. The IP addresses for CentOS and 

Ubuntu are obtained with the command “ifconfig”.  After the 

IP addresses are found, pinging tests if the machines are 

connected. Screenshots showing the successful pinging 

between the four virtual machines are shown in Figs. 3 -6 

 

 
Fig. 3 - Windows 7 Pinging Ubuntu and Windows 8 
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Fig. 4 - Windows 8 Pinging Windows 7 & Ubuntu 

 

 
Fig. 5 - Centos Pinging Windows 8, Windows 7 & Ubuntu 

 

 
Fig. 6 - Ubuntu pinging Windows 8, Windows 7 & CentOS 

III. PENETRATION TESTING WITH ARMITAGE 

Kali Linux is an open source Linux based operating 

system which is particularly well known for its penetration 

testing applications.  Various tools for penetration testing are 

found under the menu option Applications > Kali Linux. The 

available tests include Information Gathering Tests, 

Vulnerability Analysis Tests, Web Application Tests, Password 

Attacks, Wireless Attacks, Exploitation tools, Sniffing / 

Spoofing and much more. Some tests run under command line 

while others run in GUI mode [4]. 

 Once a penetration tester gathers enough information 

about the targets, they can spend more time understanding the 

target’s vulnerabilities. Using these vulnerabilities for different 

types of attacks is the goal of exploitation testing.   A key part 

of Kali Linux used for exploitation testing is the Metasploit 

framework. Metasploit is one of the top ten server-side attacks 

in Kali Linux. It is used to penetrate various targets 

simultaneously and explore their vulnerabilities for analysis. 

The GUI equivalent of Metasploit is Armitage [3]. Armitage 

helps penetration testers see where they are attacking. Any 

action performed on Armitage is translated into a command for 

the Metasploit Framework making it user friendly for 

beginners. 

 Armitage is not readily available within Kali Linux. In 

order to download it, the command apt-get install update has 

to be entered within the root terminal.This will ensure that 

Armitage installs and functions properly. After running the 

update enter the command apt-get install Armitage within the 

root terminal [2]. If the user tries to open  Armitage after 

installation, they must first start postgresql by entering the 

command service postgresqlstart.  Then use the command 

service Metasploit start to begin the Metasploit service. 

 After starting the proper services, Armitage can be started 

by entering the command Armitage in root terminal. Armitage 

will try to connect with an assigned host IP, password, and 

port. The password can be changed as desired. To open up the 

GUI, click connect as shown in figure 8 (additional related 

results are shown in Figs. 9-11).  After connecting there will 

be a loading notification; this is used to indicate that Armitage 

is trying to connect, and may have a misleading message that 

the connection was refused when in fact the connection 

attempt is still in progress; do not cancel this loading 

notification. 

Once the connection is made the GUI will be loaded up 

but showing no targets or any exploits. The targets have to be 

scanned. This is where the network is vital because if Kali 

Linux was not connected within a network with the other 

virtual machines, Armitage would not be able to scan them as 

targets. 

 

To scan the targets, within the menu bar there is an option 

of Hosts > Nmap Scan. Select Intense Scan as it is more 

thorough than a Quick Scan. A Quick Scan will yield the same 
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results. Intense Scans are more accurate, however, and include 

all the possible exploits per target. Once this option is selected, 

the user will be prompted to enter an IP address range for the 

targets. The IP address range for our virtual machines are from 

192.168.1.6 – 192.168.1.11. The IP address range for our 

physical machines is from 192.168.1.1 – 192.168.1.10. 

However, all targets can be scanned by entering the 

192.168.1.0/24. 

 

When all the targets have been scanned, a completion 

notification will pop up. It also tells the user where to go for 

suggested attacks. Each target is vulnerable to a specific attack 

as shown in the Armitage workspace along with the type of OS 

for each target. The OS is determined by the symbols on the 

computer screens. The windows symbol means it is a Windows 

flavor. Linux is represented by a penguin mascot with an 

orange background. 

 After the targets have been shown, the user can either 

right click on the desired target and select an attack or perform 

the so-called Hail Mary Attack. The Hail Mary attack 

performs all possible exploits on the desired targets. The Hail 

Mary attack is performed by going to Attacks > Hail Mary. 

Since it is a thorough scan it will take a few minutes to 

complete [2]. 

Although there were five virtual machines created, 

Armitage detects all possible targets. It is important to know 

which IP address is assigned to which operating system so that 

the results can be properly understood. In the physical 

environment, there were six different machines connected to 

the network. The Hail Mary attack will list the number of 

exploits for each virtual machine and physical machine.    

 

The results for the VM show that CentOS had 9 exploits, 

Windows 7 and Windows 8 had 22 exploits. Armitage doesn’t 

allow the attack on Ubuntu, this is the reason why it was not 

detected as a target or attacked.  

 Armitage did not detect the Ubuntu (Firewall enabled) 

machine and the windows 7 machine with Avast antivirus in 

the physical environment. Armitage doesn’t allow the attacks 

on Ubuntu when the firewall is enabled neither on windows 7 

with Antivirus software. Nevertheless, Armitage found 

exploits for the Ubuntu machine when we disabled the 

firewall. The results for the Physical machines show that 

Ubuntu had 20 exploits, Windows 7 had 21exploits, and 

Windows 8 had 569 exploits. The Mac machine that was 

connected to the network via wireless was detected by 

Armitage. Many times, a specific flavor of Windows, Mac or 

Linux is safer due to the fact that there are less penetration 

tools made for that operating system. 

 

Fig. 7 – Armitage Hail Mary Attack results (Physical 

Machine) 

IV. PENETRATION TESTING WITH ZENMAP 

Zenmap is another open source penetration test that helps 

gather information about different targets. It is the GUI version 

of the widely used Nmap (or Network Mapper). Like most 

tools in Kali Linux, Zenmap is accessed by going to 

Applications > Kali Linux > Information Gathering > Network 

Scanners > Zenmap. After selecting the tool, the GUI should 

open on its own as shown in Fig. 8.  

 

     A custom profile attack can be made with Zenmap as well 

as a regular manual attack. If a profile is created, the targets 

can be indicated as well as the attack and the results would be 

saved within that profile. In order to do that, the new profile 

has to be created by going to Profile  > New Profile or 

Command. Then indicate the range of targets. Select to enable 

all advanced/aggressive options. Select operating system 

detection so the result shows the operating system of the target 

[4].  

 

If the whole range of IP addresses is chosen, it can be 

difficult for the testing to locate a specific target since the list 

may be quite long. Another way to scan for information from 

the desired targets is by inputting the desired IP addresses in 

the command box. The target will automatically adjust. Once 

the targets have been added, select the type of Scan (we used 

Intense Scan). Then click Scan to begin running and retrieving 

information.  

 

Zenmap contains a feature that helps the tester display 

network connections for different machines, as shown in figure 

9.This is helpful in learning what other targets they can have 

access to through the target. The network is shown on a graph 

with labeled IP addresses.  
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Fig. 8– Zenmap network connection results (Virtual Machines) 

 

In our case, Fig. 9 and Fig. 10 show that all of the systems 

in the VMs and the physical machines are connected to their 

respective local host as well as each machine. The green dot 

represents that the system is a Linux based OS. The red dot 

represents a Windows based OS. The yellow dot represents 

other systems such as Mac based OS and the router. 

 

As mentioned previously in the virtual environment, 

Zenmap recognized the OS of Ubuntu, but does not recognize 

any ports or information for Windows 8. Due to the image next 

to the IP address, Zenmap recognizes it’s a Windows target. 

From the Nmap output, we can see the Windows 8 was 

scanned. However, Zenmap can’t retrieve port information or 

host details. This means Windows 8 is more secure than 

Windows 7. Windows 7 shows 8 ports that are open while 

CentOS only shows a single open port. Ubuntu and Windows 8 

on the other hand show no open ports. In other words, 

Windows 7 had more ports open for attack as compared to 

CentOS. Ubuntu was recognized, however, it did not have any 

open ports for attack. 

 

As shown in Fig. 9 and 10, Zenmap recognized the OS of 

Ubuntu, Windows 7 (without antivirus software), Windows 8 

and Mac OS. Nevertheless, Zenmap cannot retrieve port 

information or host details for Ubuntu when its firewall was 

enabled.  From the Nmap output we can see the Windows 8 

was scanned and shows 13 open ports. Nevertheless, in the 

Zenmap scan results we can see that Windows 8 had 15 open 

ports. 

 

Both, Nmap and Zenmap show that Windows 7(without 

antivirus software) had 7 open ports.  However, Zenmap can’t 

retrieve port information or host details for the windows 7 

machine with Antivirus software.   The Nmap scan of Ubuntu 

shows 2 open ports. Similarly, the Zenmap scan report shows 

that Ubuntu (disabled firewall) had 2 open ports. Nmap 

recognized the Mac OS machine and found only one open 

port. Nevertheless, the Zenmap result shows that the Mac OS 

machine has 5 open ports. 

 

The results for the physical environment means Windows 

7 is more secure than Windows 8. Windows 7 shows 7 ports 

that are open while Windows 8 shows 13 open ports. Ubuntu, 

Mac OS and Windows 7 OS show less open ports compared to 

Windows 8. In other words, Windows 8 had more ports open 

for attack as compared to the other operating systems. 

 

Fig. 9– Armitage service results for Windows 8 (Physical 

Machines) 

 

Fig. 10– Zenmap results for Windows 8 (Physical Machines) 
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V. CONCLUSIONS 

The tools from Kali Linux were used to help determine 

which operating system was tested to be most secure. By using 

Armitage and Zenmap the conclusions that were drawn were 

that in general Linux based systems are more secure than 

Windows. In the virtual environment, Armitage was unable to 

scan Ubuntu and only found 9 exploits for CentOS. Windows 

7 and 8 on the other hand found 22 exploits. Windows 8 

proves to be slightly more secure than Windows 7 due to the 

Zenmap results. 

 

On the contrary, in the physical environment, Armitage 

was unable to scan Windows 7 with antivirus software and 

Ubuntu when its firewall was enabled. The Nmap scan on 

Windows 7 (without antivirus) found 21 exploits and 20 

exploits for Ubuntu (disabled firewall). Windows 7and Ubuntu 

prove to be slightly more secure than Windows 8 due to the 

Zenmap results. 

 

 As mentioned before, many times operating systems that 

aren’t commonly used are more secure. This is due to testers 

creating tools that are directed to attack the commonly used 

operating systems. It was assumed that Mac OS, Windows 7 

and Ubuntu would be more secure than Windows 8 based on 

Armitage results alone. However, with Zenmap Mac OS 

machine has 5 ports open and Windows 7 (with antivirus) 

showed 7 ports open for attack. Ubuntu (disabled firewall) 

showed only 2 open ports for attack. Windows 7 (with 

antivirus) and Ubuntu (enabled firewall) showed no open 

ports shown in the Zenmap scan. The Nmap results and the 

Zenmap reults clearly demonstrate that Windows 8 is 

extremely more vulnerable than the other operating system 

machines. This is why testing more than one tool is important 

because from Armitage it would not be clear enough which OS 

is more secure. Combining analysis with Zenmap created a 

clearer picture. The results show that penetration testing using 

virtual and physical machines yields comparable results, 

provided that equivalent firewalls are implemented in both 

cases.  Thus, virtual machines allow you to study penetration 

testing at much lower cost. 
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